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Problem Description:

WebAccess user requires using WebAccess OPC UA client to communicate with KEPWare OPC UA Server.
In order to find out tag addresses in KEPWare OPC UA Server, user has to use 3 party software UaExpert

OPC UA Client.

Software Required:

1. KEPWare OPC UA Server (refer to step 1 ~ 16)
2. Unified Automation UaExpert — OPC UA Client (refer to step 17 ~ 32)
3. WebAccess — also acts as OPC UA Client (refer to step 33 ~ 38)

B Brief Solution:

KEPWare OPC UA Server Installation and Configuration: (step 1 ~ 16)

1. KEPWare OPC UA Server Download Link:

https://my.kepware.com/mykepware/Downloads.aspx

My Kepware Home

DOWNLOADS

Update Eligibility

2. Click “Next” to start installation
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) KEPServerEX 5 Setup (=] = )

Welcome to the KEPServerEX 5 Setup
’?‘ Wizard (V5.19.467.0)
The Setup Wizard will install KEPServerEX 5 on your

computer. Click Next to continue or Cancel to exit the Setup
Wizan]

KEPServerEX5

Cancel

3. Click “I agree...” and then click “Next” to continue

1) KEPServerEX 5 Setup = e S
| End-User License Agreement .‘\\
Please read the following license agreement carefully ‘
—
KEPWARE, INC. -

SOFTWARE END-USER LICENSE AGREEMENT

By clicking the accept box, or using the Software referenced in this
Agreement, you have agreed to the terms and conditions of this Software End-
User License Agreement. This End-User License Agreement (“Agreement™)
governs the use of the Kepware, Inc. softwars product(s) described on the attached
or related invoice and any Updates (as defined below) to that software (collectively,
the “Software™) by you as an end user (“Licenses”) of the Software and is a binding
agreement between Kepware, Inc. as the “Licensor” and Licensee. This Agrzement
shall be bindineg upon and inure to the benefit of Licensor and Licensee and their

[v 1 accept the terms i the License & greement

Print Back Hext Cancel

4. About install path, simply click “Next” to continue installation

15l KEPServerEX 5 Setup E= ot S
| Destination Folder D=
Click Next to install to the defanlt folder or click Brows to choose another. ‘
-
Install KEPServerEX 5 fo:
CA\Program Files (B0 K epware'KEPServerEX 54 Browss...

Reget Back
=

Cancel

5. Click “Next” to continue installation
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6. Create a shortcut, click “Next” to continue installation

8.

Enabling an Intelligent Planet

ﬁ KEPServerEX 5 Setup E= e
|  Application Data Folder D=
I Click Next to vse default folder or click Browse to choose another. ‘

-

The Lpplication Data folder vsed by KEPServerEX 5 must be accessble to all users. It
iz recommended that vou do not change this path.

|C:\ng:ramData\ Browss...

Reget Back
=

ﬁ KEPServerEX 5 Setup = S
|
Shortcuts D=
| Select shorteuts to create and click Next. ‘
| ~
Specify the shorteuts to be created.:
[v Configuration Desktop Shortout
|
Back Cancel
- “ ” H H H
Click “Next” to continue installation
ﬁ KEPServerEX 5 Setup E= e
| Vertical Suite Selection D=
| Select Vertical Suite. ‘
| ~
Select Vertical Suite or None, If Vertical Svite iz selected, associated Drivers and
Plug-Inz will be preselected for installation.
None j

Select “Full Installation”
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) KEPServerEX 5 Setup

Select Features
Select which features are to be installed.

Feature Description
Select A1 Features (Full Installation)

Commnications Server
- ¥~ | Communication Drivers
- ¥~ | Wative Client Interfaces
....... =i | Plug-Ins

Hardware Key

OPC Quick Client

Examples and Docwmentation

Thiz feature requires 1KB on your
hed drive. It has 2 of 4 subfeatures
slected. The subfeatures require
31ME on your hard drive.

Reget Back Hext Cancel

9. Click “Next” to continue installation

1) KEPServerEX 5 Setup = e e
Defanlt Application Settings .‘:\
Select Application Settings. ‘
—
Security Policies

v Allow client applications to request data throngh Dynamic Tag addressing
TWhen checked, this option enables dymamnic tag addressing for vser groups. The defavlt setting
is checked. This option may be changed later through the TUser Manager tab located in the
Server Administration's Settings.

v Allow anonymous login for UA Client Sessions
TWhen checked, this option enables anonymous login for TA Client Sessions. The defanlt
stting iz checked. This option may be changed later through the OPC T4 tab located in the
Server Configuration’s Project Properties.

10.

Back Cancel
H “ ” H
Click “Install” to continue
15 KEPServerEX 5 Setup = LX)
| D=t
| Ready to install EEPServerEX 5 ‘
I -
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
Back Cancel

11.

Click “Finish” to finish installation.
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ﬁ KEPServerEX 5 Setup = LX)

Completed the KEPServerEX 5 Setup
’?‘ Wizard

Click the Finish button to exit the Setup Wizard.

KEPServerEX5

[~ Show Readme

12. KEPServerEX5 Configuration” icon on the desktop, run it

S
KEBUEVETER
@mir;mm
'
13. Once KEPServerEx starts, OPC UA Server starts automatically.
There are two tags by default.
® Tagl: random analog tag value
® Tag2: constant analog tag

PEDRETS P e e o S

file Edit View Tools Runtme Help

DS d B[S MEa 5| e e

I baoos Tag Name Address Dats Type Scan Rate Scaling Description
Dets Type Bxamples & Tagl ROOD1 Word 100 None Ramping Read/Write tag used to verify client connection
iF Simulation Bxamples & Tag2 Kaoo1 Word 100 None Constant Read/Write tag used to verfy client connection

default 2 tags

14. KEPWare also located on the Windows task bar.
User allow to start/stop/reinitialize the OPC Server, or click “OPC UA Configuration” to add/delete/modify
OPC UA configuration

Configuration

Start Runtime Service

Stop Runtime Service

Reinitialize

Reset Event Log...

Settings...
OPC UA Configuration

Quick Client E
License Utility
5
Help E
Support Information S
? Exit {+;

124
2015/12/30

N 2=

15. Select “OPC UA Configuration”
1. “Server Endpoints” — default only connect to 127.0.0.1 with port 49320
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M5 OPC UA Configuration M'anageF? e ]
s

Server Endpoirts | Trusted Clients I Discovery Servers I Instance Ca‘ttﬁcates|

URL ! Securty

opctep//127.0.0.1:49320 Basic128Rsa15 (5.5E), Basic256 (5.5E)

® Click “add” button to add this computer network card, port still 49320
® Also click “None” means no Security required.
Click “OK” to complete the configuration.

r 3
———————————————— Endpoint Definition |
A OPC UA Configuration Mang|
TCP Connection
Server Endpirts | Trusted Clints, I
Network Adapter: || atheros AR8151 PCI-E Gigabit Ethernet Control ~ | I
URL =

o Port Numb 49320
#opcten://127.0.0.1:48320 ortmosr &
opc.tep://192. 168.0. 101:49320

Security Polices
s

/ =) (o) T )

[¥] Enabled ’
Eor=—

Result
m OPC UA Cenfiguration Manager u

Server Endpoints |Tm5ted Clients | Discovery Servers I Instance Cetth‘icates|

opctcp://127.0.0.1:45320 Basic128Rsa15 (S,SE), Basic256 (S,5E)
pctcp://192.168.0.101:43320 None, Basic128Rsa15 (5,5E), Basic256 (S.5E)

URL | Securty ‘

2. Currently, nothing in “Trusted Clients”.

Server Endpoints | Trusted Clients | Discovery Servers | Instance Cetficates |
Client Name / URI
|
[impot. | [ Epot.. | [ Remove | [ Tnust [ View Cettiicate...
Yate: Server Ruatime reinitinlization is required 40 nilize changes. Close.

16. Reinitialize the KETWare OPC UA Server
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1L B
Configuration

Start Runtime Service

— Stop Runtime Service
Reset Event Log...

Settings...
OPC UA Configuration

Quick Client
License Utility

Help
Support Informatian

8 -

3" Party OPC UA Client Installation and Configuration: (step 17 ~ 32)

17. Run 3™ party OPC UA Client to check proper tag name
e.g. uaexpert-bin-win32-x86-vs2008sp1-v1.3.1-206.exe

| E' uaexpert-bin-win32-x86-vs2008spl-vl.3.1-206.exe

18. Download Link:

https://www.reasoncoresecurity.com/uaexpert-bin-win32-x86-vs2008sp1-v1.3.1-206.exe-41f1741a2280a1l
89854d1784836b619b49a3clb7.aspx

19. Click “Next” to start installation

) UaExpert 1.3.1 Setup =l

Welcome to the UaExpert 1.3.1
Setup Wizard

This wizard will guide you through the installation of
UzExpert 1.3.1,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

UaExpert

Discover a new OPC

MNext = I [ Cancel

20. Click “Next” to start installation
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‘5‘ UaExpert 1.3.1 Setup L= —
License Agreement
| : l!‘n& FPlease review the license terms before installing UaExpert 1.3.1.
Press Page Down to see the rest of the agreement.
Copyright (C) 2008-2012 Unified Automation GmbH. All rights reserved. -

FREEWARE DISCLAIMER:

'YOU SHOULD CAREFULLY READ THE FOLLOWING USER AGREEMENT AND DISCLAIMER
OF WARRANTIES AND LIABILITIES ("AGREEMENT AMND DISCLAIMER™) BEFORE
DOWNLOADING OR. USING ANY FREE SOFTWARE AVAILABLE FROM UNIFIED
AUTOMATION GMBH("UNIFIED™). THIS AGREEMENT AND DISCLAIMER APPLIES TO ANY
AND ALL FREE SOFTWARE PRODUCED BY UNIFIED. DOWNLOADING OR USING THIS
SOFTWARE INDICATES YOUR. ACCEPTANCE OF THIS AGREEMENT AND DISCLAIMER. IF
'YOU DO NOT AGREE WITH THIS AGREEMENT AND DISCLAIMER, YOU MAY NOT

If you accept the terms of the agreement, dick the check box below. You must accept the
agreement to install UaExpert 1.3. 1. Click Next to continue.

[¥]1 accept the terms of the License Agreement

Mullsoft Install System w2, 46

< Back ][ Mext = ][ Cancel

21. Click “Next” to start installation

‘5" UaExpert 1.3.1 Setup A=t

Choose Components
H

I H LI-FG Choose which features of UaExpert 1.3.1 you want to install.

Check the components you want to install and unchedk the components you don't want to
install, Click Next to continue.

Description

22.

23.

Select components to install: jicati
= Position your mouse
License over a companent ko
Install Qt4 see its descriptian,
Install VCS0 Redist
Space required: 25.5MB
Mullsoft Install System vz, 46
< Back ][ Mext > ] [ Cancel
T ————— B =,
‘_‘}‘ UaExpert 1.3.1 Setup |
Choose Install Location
: l.ljl& Choose the folder in which to install UaExpert 1.3.1.

Setup will install UaExpert 1.3.1in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files (x86) \UnifiedAutomation{JaExpert]

Space required: 25.5MB
Space available: 14. 1GB

Mullsoft Install System vz, 46

< Back “ Install ] [ Cancel

Click “Next” to start installation

Page 8



ADVNTECH

Enabling an Intelligent Planet

(f UaExpert 1.3.1 Setup ]

Completing the UaExpert 1.3.1
Setup Wizard

[ UaExpert 1.3.1has been installed on your computer.

| Click Finish to dlose this wizard.

Discover a new OPC

< Back |l Finish I| Cancel |

24. Click “UaExpert” icon on desktop to run it

—

WWhen you are starting the UaExpert the first time you have to create an
application instance certificate to identify your installation.

This is needed to use OPC Unified Architecture Security. UA Security allows
you to authenticate your application and to use encryption and digital
signatures to protect your communication.

Press OK to generate your personal X509 application instance certificate and
the according RSA keys.

26. Setup Organization info and add this computer IP Address
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B new Application Inst-ance Certiﬁ:ateT( ﬂ‘
Subgect:
Common Name:  UsExpert@alger-FC L4
Crrganization: Advantech (4
i Oty ganization Unit:  Advantech w7
Locality. HinDian W
State: New Taipei 14
Comntry: Ta 14
{Two letter code, e.g. DE, TS, ..}
OFC A Information
Application URT: | wrvalger-PC Undfied Avtomation UaExpert@alger-FC (%4
Dorsin Names; | 2197 PC
w7
-
T (s I 192.168.0.101 I
w7
-
Certificate Setiings
RSA Koy Strength: Certificats Validity
[] Password protect private key
Passwond: 8
Password (repeaf) ®
ok [ cwa |
—

27. Click “+” button to add a server

Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject

File Server Document Settings Help
DPPQ #fFo XN, BR w
Project F X | Data hecess View

l a 1l Project # Server MNode Id
[ Servers
a4 [l Documents
[ Data Access View

28. Click “+ <Double click to Add Server...> for adding OPC UA Server
e.g. opc.tcp://192.168.0.101:49320
Click “Anonymous” in Authentication Settings
Click “Connect Automatically”

Bl Add Server Tel =

Configmration Name

Dissovery | Advenced

Endpoint Fiter: [Ho Filler -

%, Local Value
4 #9 Local Network

> & Microsoft Terminal Services

> & Micrasoft Windaws Network

> & Web Client Network

FRZ omD

< Double click to Add Server... >
M Enterur v m]

Enter the Url of & computer with discovery ssrvice nining: ‘

() Recently Used

ope.ep:192.168.0.101:40320

) (o]

Auth on Setings
@ Anonymons

 Ussrname

" Password Store

_ Cextificate

" il ey [

I Connect Automatically I

failed (Bad
OK Caneel iled (BadTi
Pfailad (Dad
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29. Success and user will be able to view all certificates

' Add Server

Configuration Name

Discorvery Advaneed

Endpoint Filter: |No Filter

4 % Local Metwark
[ t_;_ﬂ' Microsoft Terminal Services
I & Microsoft Windows Network

[l I & Web Client Network
4 4% Custom Discovery
= j Seryer >

4 |9, opcitcpy//192.168.0.101:49320

4 [ KEPServerEX/UA@alger-PC (opc.tcp)

(-) Recently Used
N I |

@i MNone - None (uatcp-uasc-uabinary)
) Basic als - 5ign (uatcp-uasc-uabinar
() Basic128Rsals - Sign & Encrypt (uatcp-uay
(5} Basic236 - Sign (uatcp-uasc-uabinary)
|7} Basic236 - Sign & Encrypt (uatcp-uasc-uak

(d

30. This example will focus in None (based on KEPWare OPC UA Configuration)
Click “None-None...” and user will find out no certificate of server

[l Add server - [EEEE=) (M certfcate velidation (9 o]
Configwration Name Vebisting e certivek of sever KEPServerB A A @alger-PC retuansd s sror
[ Dimovery | ddameed | e ‘ BadCertificateTntrusted ‘
Endpoint Filer: [No Filier -] Catificate Ch
4 % Local Network [E] Trust Status

» 8 Microsoft Terminal Services

b @ Microsoft Windows Network
i » % Web Client Network

4 & Custom Discovery

4 (@, opeitep://192.168.0.101:49320

Subject

& < Double click to Add Server... > Certifizate Detsils

V

o

(%) Basic128Rsals - Sign & Encrypt (uatcp-ua|
{5 Basic256 - Sign (uatcp-uasc-uabinary)
(7 Basic256 - Sign & Encrypt (uatcp-uasc-uak]

Locality
State
Country

() Recently Used E|
o il J v

Tssuex

31. Click “TrustServer Certificate” button

-
B Certificate Validation

Common Name KEPServerEX/UA Server

Unknown

OrganizationUnit

™

DomainCompanent _ algerPC

(-

Talidating the certificate of server KEPServerEX/UA @alger-PC' retumed an error:

(%)

BadCertificateUntrusted

Certificate Chain

Trust Status

Centifirate Details
Subject
Commen Name KEPServerEX/UA Server
Organization Unknown
OrganizationUnit
Locality
State
Country ™
DomainCompanent  alger-PC
Tssuer
Commen Name KEPServerEX/UA Server
Organization Unknown

OrganizationUnit
Locality

State

Country ™
DomainCompanent  algerPC

#= +2F 30 00:37:16 2015
&7 +ZF 27 00:37:16 2025

Valid From
Valid To

] »

Serial Number 12C736RA
Signature Algarithm  RSA-SHAL
Cipher Strength RSA (1024 bit) i
Trust Server Cerbfivate
7] Accept the server certifizats tenpoarily for this session Continue
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Validated Successfully
r. Certificate Validation M‘
it 1 server KEPServerEX/TA @alger-PC ' was validated successfully.
I ‘:_' | Good _J |
Certificate Chain
MName Trust Status
A KEPServerEX/UA Server Trusted

32. Drag tag from left to middle (Data Access View) to monitor tag value.

® (Click tag name on left hand side (Address Space) in order to monitor its attributes.

® |tisimportant to know tag’s “Namespacelndex”, “IdentifierType” and “Identifier” because this will

apply to WebAccess Tag Property.

n uacxpen - e — wmrre—
File Server Document Settmgs Fielp

# X | Daie Aocess View O httribates L]
« [ Froject = me Value Datatype  ource Tumestary erver Timestamy  Sstuscode | 42 [o) By
+ 3 Servers b 632 Uin1s AMOZO4129. AMO204129. Goo asribute
1 KEPServerX/UAGalgerPC -1 2 o Uinis ANI0Z01293] AMOZO0LZ83. Goad

s Nodeld

% KEPServerEX/UADalgerPC -

drag tag from
left hand side

to Data Access
View

2015/12/30 AM 0204118
[

]
click tag name

12 Raat will be able to Fefersnce Target Displayhame
view its

attributes.

WebAccess Configuration: (step 33 ~ 38)
33. No need to turn off 3" party UaExpert OPC UA client

34. ComPort Configuration

W Comport Property Delete Add Device

OPC-UA A Comport: OPC-UA s scadas1
— Interface Name TCPIP
‘2l Port1 (tcpip
‘2 OPCUA = Comport Number 1
Tag1 . g
E Description Description
T Device Driver ScanTime 1 Second
A101 Timeout 1000 MilliSecond
ABMLGX Retry Count 3
ABPLC5 I (AT
ABSLCS Auto Recover Time 60 Second
AceFAM3
ADAM2K Backup Port Number 0
ADAMAK

Scan Devices in Parallel No

35. Device configuration: based on KEPWare OPC UA Configuration
Note:
WebAccess “Security Policy” and “Security Mode” must be matched
e.g. if “Security Policy” is 0, then “Security Mode” must also be O.
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Device Property  [Cancel]
e Nams
e —
Unit Number

P Address |192.1650.101
Port Number

if other than Unit Number

[ —

Secondary  Port Number

S
Securiy Poliof(o None }1 Basic 128Rsa15, 2 Bask266) SeﬂllyM.Sljn‘ZSqn&Etlwl)

Authentic ous, 1:UserName) Create Monitdvams per Communication

7. OFC UA Configurstion Manager

36. Tagl property: (based on UaExpert tag attribute)
® Address: must match OPC UA NodelD

€ Address format: [NameSpace Index]:[Identifier Type]:[Identifier]
€ I[dentifier Type: 0 for numerical; 1 for string
® note: mustuse ~ : to separate these three settings

+OPCUA » Tag1

Tag Type Point (analog)

TagName Tag1

Description Analog point

Scan Type Constant Scan

IAddress 2:1:Channel1.Device1.Tag1 I

Conversion Code AUTO

37. Tag2 property

Tag: OPC-UA«scada+«1+OPCUA + Tag2
TagType Point (analog)
TagName Tag2
Descripion Analog point
Scan Type Constant Scan
| Address 2:1:Channel.Device1.Tag2 |

Conversion Code AUTO Writahadke 0
Userviitehask o

Start B 0

38. ViewDAQ Point Info
Tag 1 Value:

Point Info.
E
=
-
4
C o= ) =
f Accemlnton Fout 1 Fort4.
1=l
= P [ e TR T
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Tag 2 Value: Display both UaExpert and WebAccess Point Info

B Unified Aunomation Usexpert - The OPC Unifed Archinecrure Clent - Newhrageer®

DPPBE =2 XH%8 B ¥|w-

Faoject & % Daw dvoes View [}
+  Project [o server Nodeld  DisplayName  Value Datatype  ource Timestarn aruar Timestam _ Sanuscoda
o 8 seven psnwEy adernache. Teal E Upis AM0Z37090.. AMOZIZ090.. Good
o ePserveExUADalgerPC 1 B KEPSarBl NdkindCha.. Taal Ubie WA0ERT AMesreatl €58

) KEPServerX/UADalgerC -
+ 8 Documents
1 Date Access View

Pontinfa

[zag Bama: Tage

: Analsg peint
Tag Type: mALOG

nssrass: Cranmell Devical.Tage
Span High: 100.00
a - . Span tow : 0.00

Zrgiresring Univ

s Spce ax
< [Ho Highight | vatae: | 100
D Rost
< 0 Objecs
4 (23 Channel I=]
| ot VieuDag
sonmmion | to | pend
e e T
= e | it [ comr | vty | 3o |
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