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B Problem Description:

Customer cannot find his ADAM-6060 module when using Adam/Apax.NET Utility installed on
win 10 system. An error message “No module was found! Please check your personal firewall

setting!!” is shown on Adam/Apax.NET Utility.

Advantech Adam/Apax NET Utility (Win32) Version 2.05.11 (B02)
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Figure 1. Error message on Utility

However, if customer is using win7 system, there is no problem on finding the module when

Using Adam/Apax.NET Utility.

B Brief Solution - Step by Step

Step 1: Check the firewall setting on your PC.

In this case, customer had turn on the windows firewall, which blocks certain packet sending

from Adam/Apax.NET Utility.
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* Customize Settings

— « 4 ] » Control Panel > All Control Panel ltems > Windows Firewall » Customize Settings v D Search C

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
e @® Tumn on Windows Firewall
[[]Block all incoming connections, including those in the list of allowed apps
[“] Notify me when Windows Firewall blocks a new app

g (O Tumn off Windows Firewall (not recommended)

Public network settings
9 (® Tumn on Windows Firewall
[[] Block all incoming connections, including those in the list of allowed apps
[A Notify me when Windows Firewall blocks a new app

g (O Tum off Windows Firewall (not recommended)

Figure 2. Firewall setting on win 10 system

Step 2: Set a firewall rule for Adam/Apax.NET Utility.

Go to “Windows Firewall with Advanced Security” and click “Inbound Rules”

IO Windows Firewall with Advanced Security I

File Action View Help

&« m HErr

[ AU A S R LY P Windows Firewall with Advanced Security on Local Computer
| &3 Inbound Rules I 7

Y Outbound Rules
#% Connection Security Rules
» B, Monitoring

‘ Windows Frewal with Advanced Security provides network se

Overview

Domain Profile

@ Windows Frewal is on

© inbound connections that do not match a nie are blocked
€ Outbound connections that do not match a ne are allowed

Prnivate Profile is Active

& Windows Frewal is on

© nbound connections that do not match a ne are blocked
€ Oubound connections that do not match a e are alowed

Public Profile is Active

Figure 3. Windows Firewall with Advanced Security
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Step3: Set the Inbound rules for Adam/Apax.NET Utility.
Click “New Rule” on the right column of the window

u Windows Firewall with Advanced S«uvt,l - 0 X
fle Action Yiew Help
o 20 s BT
@ s st o o] [
Name Group ~ | inbound Rules -~
K} Outbound Rudes
8 Connection Security Rules || & Altloyn Routes (TCP-in) Allioyn Routes
8- Monecnng @ Aluoyn Router (UDP-in) Allioyn Router ‘ T Filter by Profile »
BanchCache Contert Retrieval (HTTR.in)  BranchCache - Content
BranchCache Hosted Cache Server (HTT BranchCache - Hosted C W Finer by State ’
BranchCache Peer Dicovery (WSD-In) BranchCache - Peer Disc Y Filter by Geowp »
COMe Network Access (DCOM-In) COMe+ Network Access View »
COMe Remote Admnstration (DCOM-in) COM- Remote Admne 3 Refresh
@ Cortact Suppont Contact Support
@ Core Networking - Destination Unreacha,..  Core Networking » Dpotist
@ Core Network ng - Destination Unreacha... Core Networking n elp
@ Core Networking - Dynamic Host Config.. Core Networking
@ Core Networking - Dynamic Host Config.. Core Networking
@ Core Networking - Internet Group Mana... Core Networking
@ Core Networkng - PHTTPS (TCP-In Core Networing
O Core Networking - Pvé (IPv6-in) Core Networking
A ( nve Netwosbonn . Ml st | udanes Na € nre Natasrehinn

Since Adam/Apax.NET Utility use UDP to search the module on Adam/Apax.NET Utility.
Choose “Port” to allow UDP search packet sending from Adam/Apax.NET Utility.

@F New Inbound Rule Wizard

X

Rule Type

Select the type of firewall mule to create.

Steps:
& Rule Type What twpe of rule would you like o create?
@ Protocol and Ports
@ Letinn ) Program
Foule that controls conmections for & program.

@ Profile

I'i‘l
@ Name @ Port

Foule that controls conmections fora TCF or TDF port.

) Predefined:

BranchCache - Content Retrieval (Tses HTTE)
Rule that controls connections for a Windows experience.

) Custom

Custom mle.

Leamn more about mule types

< Back

[ Next =

J [
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In this case, we allow “All local ports” to pass the firewall.

I ﬁ Mew Inbound Rule Wizard [
Protocol and Ports
Specify the protocols and, ports to which thiz rule applies.
Steps:
& Ruls Type Dioes thiz mle apply to TCF or TDE?
& Protocol and Ports ) TCP
@ Action @ upp
@ FProfile
@ MName Dioes thiz rule apply to all locel ports or specific local ports?
@ All local ports
) Specific local ports:
Example: 80, 443, 5000-5010
Leamn more about protocol and ports
< Back ] [ Mext = ] ’ Cancel
Choose “Allow the connection” and click next
g# Mew Inbound Rule Wizard [ 2
Action
Specify the action to be taken when a comection matches the conditions specified dn the mle.
Steps:
@ Eule Type What action should be taken when a connection matches the specified conditions?
& FProtocol and Ports _
) @ Alow the connection
@ Action This includes connections that are protected with IPsec as well az those are not.
@ Profile §
" _ Allow the connection if it is secure
& Name Thiz tncludes only conmections that have been anthenticated by using [Paec. Connections will
be seured vsing the settings in [Psec properties and mles in the Connection Security Rule
node.
_' Block the connection
Leam more about actions
<Back || Newt> | [ Cancel
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Remain the default setting and click “Next”
g MNew Inbound Rule Wizard -

Profile
Specify the profiles for which this role applies.

Steps:
s Ruls Tvpe When does thiz rule apply’Y
@ Protocol and Ports
s Action Domain
} Applies when & computer iz connected. to its corporate donuadn.
» Profile
s Wame Private
Applies when a computer is connected to a private network location.
Public

Applies when & computer iz connected to a public network location.

Learn more about profiles

« Back ][ Mext = ] [ Cancel

Set the Name for this inbound rule, here we use “ADAM port” as an example.
@ New Inbound Rule Wizard I

Name
Specify the neme and description of this e,

Steps:
# Fule Tupe
s Protocol and Ports
8 Action
» Profile Mame:
ADAM port
3 Name
Description (optional):
For Utility to find ADAM moduls

<Back || Fnsh || Concel
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You will see the new rule you just created and its status like below.

Inbound Rules

MNarne Group

@ ADAM port

@Firefox {C\Program Files (x86)\Mozilla Fir...
@ Firefox (C:\Program Files (x86)\Moxzilla Fir...
@ Microsoft Lync

@ Microsoft Lync

@ Microsoft Lync

Profile
All
Private
Private
Public
Public
Private

Enabled

Yes
Yes
Yes
Yes
Yes
Yes

Action

Allow
Allow
Allow
Allow
Allow

Allow

Override

Mo
Mo
Mo
Mo
Mo
No

After set the rules in windows firewall, customer was able to find the module on

Adam/Apax.NET Utility.

Below are the different protocol used with ADAM module.

Application layer/ Transport layer/
Function Protocol

Modbus/TCP
Download

Configuration upload

Web server
Search the module in the utility

ASCI command
P2P/GCL
Data stream

GCL remote message

TCP
TCP
TCP

TCP
UDP

UDP
UDP
UDP

UDP

202
2450
2452

80
2048

1025
1023
2168

21686

-

m
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