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Abstract

< This SOP explains how to configure the EKI-6331 & EKI-6332 in
AP & Client mode.

< Related products:
EKI-6331, EKI-6332

<+ Requirement: Two EKI-6331 or EKI-6332 devices
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Basic configuration
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Basic Introduction

® Connect the Ethernet cable as following graph

NB

Connect to LAN
for basic setting
NB IP: 192.168.1.X

24V Passive POE Adaptor

Data Power

m out
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EKI-6331/EKI-6332

Default setting
IP: 192.168.1.1
Password: password
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EKI 6332GN/6331AN - Web GUI

= Log In the configuration page via browser

(Default IP address: 192.168.1.1)
- You will see the login page as below
- Typein & Log in

<« C A [J192.168.1.1/login.asp

S woew

Name: admin Default 1D/ PW:

<7 | Name: admin
Password: password

Password:

Language: English ~

[Lngin ] [ Reset ]
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Overview of Web GUI

ADVNTECH Industrial Wireless EKI-6331AN-BE  tosout

Status System Wireless Management Tools

Information = . .
Information % Main Option

Connections ) ) )
This page shows the current status and some basic settings of the device.

Statistics
System Information

ARP Table MAC Address: 00:19.70:c1:3de7

. Firmware Version: 1.2.6.1(AD M4
Bridge Table o _ .
~ System Uptime: 1m:55s FW version

Device Mame: apcl3de?
|_| Country/Region: Lnited States

Sub-
function

LAN Settings
IP Address: 192.168.1.1
Subnet Mask: 2552552550 \

Gateway IP Address: 0000

IP and Mask

Wireless Settings
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Setting Process

ADMNTECH Industrial Wireless EKI-6331AN-BE  tosou

|

Status | System Wireless 1 Management * Tools

System setting

IP Address Settin ' '

Wireless setting

- Chanr)el ; Antenna and Power >

ADVANTECH
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System Setting - Basic Settings

Bridge mode

Router mode

Network Settings

This page configures the IP address, subnet mask, DHCP, and other parameters for
network that is connected to the LAN port of the device.

Network Settings

This page configures the IP address, subnet mask, DHCP, and other parameters fi
network that is connected to the LAN port of the device.

Basic Settings

|:| (1~30 zeconds)

STP Forward Delay:

-/ Enable 802.1Q VLAN

Basic Settings
Metwork Mode: | Bridge v Metwork Made: | Router v |
Spanning Tree: " Enabled '® Disabled Spanning Tree: " Enabled '® Disabled

I:l (1~30 seconds)

STP Forward Delay:

WAN Settings

Management VLAN |D; ICI (0~4004) WAN Access Type: | Static IP v
LAN (WLAN)
° L ° o« T
= '/" . \\\ — // . \\\

[ WiFi [ WiFi
,)) ;~' '= WAN ,)) :" ':
Ethernet Subnet: Ethernet Subnet:
—— \ 192.168.1x / = \ | 192.168.1x | /

Subnet: N Subnet: | — ]~ ’

192.168.1.x Bridge mode 192.168.0.x Router mode T

Different subnet

Note : The Firewall will be activated automatically in router mode to protect the LAN.

(No firewall in bridge mode)




System Setting - IP setting

Bridge mode

= y,
Wi-Fi
))) e
Ethernet \ Subnet:
B \ 192.168.1.x |
| \,
Subnet: e
192.168.1.x LAN
I
IP Address Assignmenk
' DHCP Client
'® Static IP
|P Address: 192.168.1.2
Subnet Mask: 255.255.255.0
Gateway [P Address: 0.0.0.0
DNS 1: 0.0.0.0
DNS 2: 0.0.0.0

Router mode

Ethernet

Subnet:

192.168.0x WAN l

- .,
- .
N

I Subnet:

B Y 192.168.1.x

|
!
!’
/
N, 'Il
/
.
\//

LAN

WAN Settings

Note : For EKI-633x, only router mode support DHCP server.
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WAN Access Typg: Static IP v
IP Address: 192.168.0.99 |
Subnet Mask 1255.255.255.0 |
Gateway IP Address: 192.168.0.254 |
DNS 1: 0.0.0.0
DNS 2: 0.0.0.0
LAN Settings
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
L/ Enable DHCP Server
DHCP IP Address Range:  [192.168.1.1 | -/192.168.1.200
Lease Time: 120 (15-44640 minutes)
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System Setting - Time Settings

Make sure you set the system time

* |t may help you to identify the connecting status when checking the

syslog

Status

Basic Settings
Network Settings
Time Settings

RADIUS Settings

System | Wireless | Management

Time Settings

You can synchronize System Log's time stamp with a public time server over the Internet.

Tools

Current Tirme: 2015 yr 12 Mon 9 Day 20 Hr 46 Min 36 Sec

Time Zone: (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

-

Status

Wireless

Management

System Log

B

Ping Watchdog

Ping Test

| Apply | | Cancel | | Clear | | Crash Log |

#a Time + Priority % Source * Message

3 | 2016-10-15 01:47:52 notice 00:D0:C9:F7:89:28 Station authenticated.

4 §| 2016-10-15 01:47:52 notice 00:D0.CO9F7.89:28 Station associated.

5 1| 2016-10-15 02:59:32 | | notice 192 1681132 WEB: User "admin” logaout.
6 | 2016-10-15 02:59:34 | notice 1921681132 WEE: Authorized user "admin™.
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Operation mode
AP/client
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((

Flexible Operating Mode (1) ’@)}OM, .

Scenario 1: The end devices & wireless client | Aceess Point ﬂ\.
have already deployed on the field. Need to " Ethemet
provide the wireless coverage to connect these

devices. \/\02.11b/_g/n
- ltis the default mode, Access Point (AP). \ —

end device

= Scenario 2: A wireless network is in place
(o) ) 802.11b/g/n already, but need to provide wireless
Wireless Nepork connectivity on wired devices (End device
KWC support Ethernet protocol).

802.11b/gin - By setting as a Wireless Client mode, it is similar
Wireless Client oy | to attach a wireless network adapter on wired
device.

> | - Some people refer it as CPE (customer premise
equipment)mode.
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Wireless setting in Three Steps

Select Wireless Mode ConfigureThe Wireless Configure The
(AP/Client/ Bridge /AP Network Profile
Repeater) (channel / output (encryption)
power)
Status System | Wireless Management

|Basic Settings |:-:-

Basic Settings

Use this page to change the wireless mode as well as configure any associ
parameters.

Profile Settings

Advanced Settings

Disable Wireless LAN Interface

Traffic Shaping

Cperation Mode: AP Repeater r |L Site Survey
Access Control ssD: . : (more...)
Wireless Client
WDS Settings Broadcast S51D: Bridge lad
B02.11 Mode: AP Repeater
Channel Mode: 20 MHz v H
Which mode | should use?
Channel: 5745MHz (149) ¥
Extension Channel: Mone b
Data Rate: Auto v
HT Frotect: Enabled ® Disabled
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Wireless Network Settings - AP Mode (1/5)

AP_192.168.1.1 Client_192.168.1.2

(N

AP_192.168.1.1

Status | System

Wireless Management | Tools

Basic Settings = . .
Basic Settings

Profile Settings . . . .
Use this page to change the wireless mode as well as configure any associated wireless network
arameters.
Advanced Settings P 1
[ ]

Disable Wireless LAN Interface

Choose AP mode

Traffic Shaping
Access Control

WDS Settings

Operation Mode:
Ss5ID:

AP

Wirelesstesting

¥ || Site Survey
(more...)

Broadcast SSID:
202.11 Mode:
Channel Mode:
Channel:
Extension Channel:
Data Rate:

HT Protect:

Antenna Gain:

Qutput Power:

® Enabled Disabled

802.11A/N
20 MHz

5745MHz (149)

v

v

v

Auto

5180MHz
5200MHz
5220MHz
5240MHz
5260MHz
5280MHz

36
40
44
48
52
56
5300MHz (B0
04

)
)
)
)
)
)
)
)
0

5300MHz
5520MHz
5540MHz
5560MHz
5580MHz
5660MHz
5680MHz (136
5700MHz (140

04
8
112

100)
104)
108)
)
116)
)
)
)

]
0

(
(
(
(
(
(
(
5320MHz (
(
(
(
(
(
(132
(

5745MHz (149)

led

1] dBi

23 dBm

Lg
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2. Fill in the WLAN
name(SSID) for this
AP

e.g. Wirelesstesting

Select the channel

- The channelis
better to be non-
overlapping with
other server set

- Tips: InSSider
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Wireless Network Settings - AP Mode (2/5)

AP 192.168.1.1

Status System Wireless Management

Basic Settings

— Basic Settings

Use this page to change the wireless mode as well as configure any assocciated wireless network
parameters.

Profile Settings

Advanced Settings

B Disable Wireless LAN Interface
Traffic Shaping

— Operation Mode: AP ¥ || Site Survey

Access Control 551D ‘Wirelesstesting imore...)
WDS Settings Broadcast 331D ® Enabled Disabled
— 202.11 Mode: 802.11A/N r
Channel Mode: 20 MHz v
Channel: 5825MHz (165) ¥ Adjust the value as same
Extension Channel: Mone v as your Antenna gail .
Data Rate: it - (default antennas 5dBi)
HT Protect: Enabled '® Disabled
0 -
Antenna Gain: bt " 1|0 dBi
12 23
Cutput Fower: = | [23 dBm .
Adjust the output

| Apply | | Cancel | pOWGI’

ADVANTECH
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Wireless Network Settings - AP Mode (3/5)

AP 192.168.1.1

Status System Wireless | Management

Basic Settings

—  Profile Settings

Profile Settings = .
Define each VAP's attribute.

Advanced Settings
. #+ Enabled Profile Mame = SS5ID * Security = VLANID
Traffic Shaping 1 7 Profile1 Wirelesstesting Open System 0
Access Control 2 Profile2 Wireless Open System 0
WDS Settins__»»» o 3 Profile3 Wireless Open System 0
- 4 Profiled Wireless Open System 0
Click Profilel to make a detailed |ses Wireless OpenSystem [
configuration of service set file6 Wireless opensystem g
WI reIeSSteStl ng filel Wireless Open System 0
2 Profiled Wireless Open System 0
| Apply | | Reset |

Enabling an Intelligent Planet
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Wireless Network Settings - AP Mode (4/5)

 Configure the wireless security and set the passphrase

AP 192.168.1.1

VAP1 Profile Settings VAP1 Profile Settings
Define the VAP's basic settings and security settings. Define the VAP's basic settings and security settings.
Basic Settings Basic Settings
Profile Name: |Prc>ﬁ|el Profile Name. |Proﬁ|91
SSID: IWireIesstesting ssiD: |Wirelesstesting
Broadcast SSID: . ) Di
Broadcast SSID: ® Enabled ' Disabled Wreloses \ ® Enabled ' Disabled
Ireless separaton: ) 2 N
Wireless Separation: U Enabled  ® Disabled P -/ Enabled '® Disabled
WM Support: * Enabled Disabled
WM Support: * Enabled Disabled o
. IGMP Snooping: ® Enabled ' Disabled
IGMP Snooping: ® Enabled ' Disabled

B ] [ Max. Station Num: (1-32)
32 (132
! Kick STARSSI: (1~06)

Security Settings

) Max. Station Num:

Kick STA RSSI: (1~06)

Security Settings

MNetwark Authentication: | WPA-PSK&WPAZ-PSK \
Data Encryption: | AES & TKIP v |
WPA Passphrase: | | | |

Network Authentication: Open System v
Data Encryption: Open System
Shared Key

Legacy 802.1x
WPA with Radius [ Back | | Apply | | cance | N

WPA2 with Radius
WPA & WPA2 with Radius

WPA-PSK Key the passphrase
WPA2-PSK y b P

WPA-PSK&WPA2-PSK /\

Most of the wireless client support
WPA/WPA2. We’d suggest you to
choose “WPA-PSK & WPA2-PSK”

Enabling an Intelligent Planet

ADVANTECH




Wireless Network Settings - AP Mode (5/5)

AP 192.168.1.1

Wireless Management

Password Settings

Firmware Upgrade

Configuration File

=

User Certificates
Remote Services

SNMP Settings

b voutbe BT BA ¥ Google #:E 3 Facebook [ IciBA Adv ch [] ADemplyee [ AD mail YahooSE [J Agile Product Lifec...

Configuration File

This page allows you to save current settings to a file or lead the settings from the file which was
saved previcusly. You may also reset the current coenfiguration to factory default or reboot the device,

Save Settings to File: Save...

Load Settings from File: BERT  FBETREE
Feset Settings to Default: | Reset |
Reboot The Device: | Reboot |

Reboot the device
and wait for starting
the WiFi service

This device has been reboot, you have to login again.
Please wait for 36 seconds before attempting to access the device again...

Enabling an Intelligent Planet
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Wireless Network Settings
Client Mode (1/3)

client _192.168.1.2

Status System ' Wireless | Management

Basic Settings =

- Basic Settings

Security Settings . . . .
Use this page to change the wireless mode as well as configure any associated wireless network

ters.
Advanced Settings paramerers
T Disable Wireless LAN Interface 0
Traffic Shaping : 1. Choose Wireless
— Operation Mode: Wireless Client ¥ b .
Access Control ssID- - | CIIent mOde
WDS Settings Locked AP MAC:
W 802.11 Mode: 802.11B/G/M r
Data Rate: Auto r
0 :
Antenna Gain: @ 3 0 dBi
e e e e =M NEeNeeTES == == == == == == = = = 12 20 i i 2
BiTe SERuds 1 w4 2. Chick “Apply” to

- Change settings successfully!
Profile Settings

I :

i enter the Client
Advanced Settings I d

1 | modade

I

Traffic Shaping

00:19:70:cl:1e:5C

Access Control

WDS Settings | @b -

Enabling an Intelligent Planet»
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Wireless Network Settings -
Client Mode 2/3

client _192.168.1.2

Basic Settings

Profile Settings
Advanced Settings
Traffic Shaping
Access Control

WDS Settings

=

- Basic Settings

parameters.

Use this page to change the wireless mode as well as configure any associate

_ Disable Wireless LAN Interface

— Cperation Mode: Wireless Client

SsID: Wirelesstesting

Locked AP MAC:

I

|| Site Survey
—

Select Site survey
to choose the
Source AP or type
in SSID directly

Wireless Site Survey

This page provides a tool to scan the wireless netwaork.

s Select Wirelesstesting

perECtET TSID v T v : v |
. Wirelesstesting B745MHz (149) DD:dD:u:-Q:t?:BQ:zE! B02.11AN -32 | Apply |t and connect to
Advantecher B745MHz (149) 00:1ed7eb98:cs B02.11A -34 o
Cell Phone B745MHz (149) 00:1e:fT.eb:99:c7? B802.11A -35 It
Signage BT45MHz (149) 00:1ef7.eb98:.cs 802114 -36 NOMNE |
Advantech-Guest B745MHz (149) 00:1efTebf9.cc B802.11A -36 NOMNE
5745MHzZ (149) 00:1efreb:99:ca 802.11A -36 WPA
5745MHz (149) 00:1ef7:eb:99:c9 802.11A =37 WPA
WiFi Phone 5745NHzZ (149} 00:1e:f7eb:89:cd 802.11A =37 NONE

Enabling an Intelligent Planet
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Wireless Network Settings -

Client Mode 3/3

« Set the Authentication type and Passphrase as same as the AP

client_192.168.1.2

VAP1 Profile Settings

Define the WVAP's basic settings and security settings.

Basic Settings

Profile Name:

58ID:

Broadcast 3SID:
Wireless Separation:
WMM Support;

IGMP Snooping:

1) Max. Station Num:
Kick STA RSSI:

|Prc>ﬁ|el

|Wire|esstesting

'® Enabled ' Disabled
'/ Enabled '® Disabled
“ Enabled Disabled
'® Enabled ' Disabled

Security Settings

Network Authentication:

Data Encryption:

Open System M
Open System
Shared Key

Legacy 802.1x
WPA with Radius

WPAZ with Radius

WPA & WPA2 with Radius
WPA-PSK

WPAZ2-PSK

WPA-PSKEWPAZ-PSK

VAP1 Profile Settings

Define the VAP's basic settings and security settings.

Basic Settings

Frofile Name:

S3ID:

Broadcast S5I0:
Wireless Separation:
WMM Support:

IGMP Snooping:

) Max. Station Num:

Kick STARSSI:

|Proﬁ|91

|Wirelesstesting

'® Enabled ' Disabled
‘) Enabled '® Disabled
“ Enabled Disabled
'® Enabled ' Disabled

-2
99

Security Settings

Network Authentication:

Data Encryption:
WPA Passphrase:

| WPA-PSK&WPA2-PSK 7 |
| AES & TKIP v |

Enabling an Intelligent Planet

| Back| | Apply | | Cancel |
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Check the Connection status

AP_192.168.1.1 Client_192.168.1.2

AP_192.168.1.1

Status Wireless Management

Information

Association List

This table shows the MAC Address,802.11 Mode,Signal Strength and Connected Time for each
associated device(s).

Connections

Statistics
ARP Table # 4 Interface £ MAC Address ¢ 20211 Mode ¢ Signal Strength ¢ Connected Time ¢ Action
1 WA 00:d0:co9f7:89:29 302 1AM -25 dBm 4m:16s Kick
Bridge Table

Client_192.168.1.2

Status System Wireless Management

Information

Association List

Connections :-:-I . .
This table shows the MAC Address,802.11 Mode,Signal Strength and Connected Time for each
associated device(s).

Statistics
ARP Table MAC Address % 802.11 Mode % Signal Strength % Connected Time %
00:d0:c9:f789:28 302 11AMN -26 dBm 635
Bridge Table

Note: The association list will show the connected device information once

wireless connection established.




Check the Connection status

* You could use the ping tool to double check the wireless connection

Wireless Management
System Log .
Ping Test
Ping Watchdog ) )
Use this page to test the ping.
Ping Test = Ping Address
| sStart |
Ping Result

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: seq=0 ttl=128 time=0.898 ms
64 bytes from 192.168.1.2: seq=1 ttl=128 time=0.738 ms
64 bytes from 192.168.1.2: seq=2 ttl=128 time=0.627 ms
64 bytes from 192.168.1.2: seq=3 ttl=128 time=0.838 ms

---192.168.1.2 ping statistics -—
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.627/0.775/0.898 ms
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