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B Problem Description:

This document explains how to set the authentication function of ADAM MQTT for connecting

to the broker that requires username and password for verification.

B Answer:

Below is the support table of ADAM MQTT authentication function. User need to check
module HW version and upgrade to certain FW version for setting the authentication of

MQTT.

DIO Model FW version AlO Model FW version
ADAM-6050/51/52/60/66-D | After v6.02 BO1 ADAM-6017-D After v6.02 BOO
ADAM-6250/51/56/60/66-B | After v6.02 BO1 ADAM-6217-B After v6.02 BO1

After checking the HW, FW, Utility version (after 2.05.11B17) all support MQTT authentication
function, we can start the DEMO. Following are the steps by steps (with ADAM-6250) to test

the MQTT function with username/password:
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Figurel. Application structure
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1. Build up a mosquitto broker with username/password authentication and run it.
First, in order to test the username/password function, we have to build up a borker which
can only be accessed with correct username/password. We can use Webaccess or
Mosquitto to build up a MQTT broker with authentication. In this example | use Mosquitto.
(For the Webacces MQTT broker setting, you can refer to the end of this document.)

BN CWWindows\System32\cmd.exe - mosquitto.exe -v -¢ "C:\Program Files (xBG)\mosquitto\mc...lilﬁli_’hJ
Microsoft Windows [ 6.1.76811
[Copyright {(c> 20A? Hicrosoft Corporation. A1l rights reserved.

IC:“Program Files (xB6)“mosguittoXmosquitto.exe —v —¢ "C:“Program Files (xB6)>“mos
jquittosmosquitto . conf"

1548971583 mosquitto version 1.4.14 <(build date 11/87/2817 B:83:18.53> startin

onfig loaded from C:“Program Files (xB6)“mosguitto“mosguitto.conf.
pening ipu6 listen socket on port 1883
154A9715083: Opening ipu4 listen socket on port 1883.

Figure2. Mosquitto broker (username:jjj/password:123) which run on 1P:192.168.0.12.

2. Use Adam/Apax .NET Utility to setup the MQTT setting.

We have to setup the ADAM module. There are several parameters we have to fill in
(Figure3). After pressing the “Apply” button, we can see the module successfully connect
to the broker not only on the broker page (Figure4) but also in the wireshark. (We can see

the module connect to the broker with correct username/password in Figure5.)

Information | Network | Stream/Trep | Administration | Firmware | P2PEvent | Access Control | Modbus Address  Cloud I

MOTT |sRTP |
Publish / $ubscribe ¥ Enable Apply
Host [fsz168.0.12 =]
Usertame / Password i ! |123
Heartheat / Deadband B secondf® f T millisecondts)
Retain Mesmge : Iv Enable
Will Topic |Advamech.'UUDDCQFEQEQEr’Devicejtam
Publish (ot : [~
Publish Topic : LdvantechO0DICOFESAZEdats

Subscribe Qo 0 -

Subscribe Topic : AdvantechU0DICOFESEZERDido]
AdvantechO0DOCIFEIS2ER 02
AdvantechI0DOCIFESS2ER 03
AdvantechI0DOCIFESS2ER 04
AdvantechDODOCIFESGZEL 0D
AdvantechDODOCIFESGZEL 00
idventechUODOCIFESEZE o7

Figure3. Utility setting (under Cloud/MQTT tab)

Bl C\Windows\System32\cmd.exe - mosquitto.exe -v -¢ "C:\Program Files [xﬁﬁ)\mosquitto\mo...‘i@‘i:_hj

m| »

C:~Program Files (x86)“mosquitto’mosquitto.exe —v —¢ "C:“Program Files (x86)“mos
lquitto\nosquitto.conf"
1548971503 : mosquittoe version 1.4.14 <(build date 11,87-2017 0:03:18.53> staprtin|
o
1540971503 : Config loaded from C:“\Program Files (x86>“mosquitto“mosquitto.conf.
1548971503 : Opening ipub listen socket on port 1883.
: _Opening ipud4 listen socket on port 1883.
ew connection from 192.168.0.5 rt 1883
ew client connected from 192.168. as ADAMGZ50_0I CIFE?62E <ci.

ending CONNACK to ADAMGE25@_GBDBCIFEI62E (8. @8>
¢ Received SUBSCRIBE from ADAMG6258_B@DBCIFE?62E
Advantech BADBCIFE?62E/ct1/# QoS B>
: ADAMG25@_BBDBCYFEY62E B Advantech BADBCYFE?62E ct1/#
: Sending SUBACK to ADAMG258_BADBCYFE?62E
¢ Received SUBSCRIBE from ADAMG6258_B@DBCIFE?62E
Advantech BADBCIFE?6 2E/read data Qo8 @) '

: ADAMG25@_WBDBCYFE?62E B Advantech BADACYFE?62E read data
= Sending SUBACK to ADAMG258_BADBCIFEY62E
: Received PUBLISH from ADAM6258_BBDACIFEY62E <d@. ob. »8. nB, '
DACYFE?62E/data’ . ... (196 hytes)>
2439 : Received PUBLISH from ADAME250_! ACIFEFE2E <d@, gb. »1. mB. *
lec h/BADACIFE?62E Device Status’, ... (B85 hytes))

Figure4. ADAM-6250 connects to the broker.
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File Edit View Go Capture Analyze GStatistics Telephony Wireless Tools Help
A @ imRB Re=>=F3IEEQAQAQE
(I [mgt B -] Bpresions | +
Ho. Time Soumce Destination Frotocol Length Info

59 6.876112 192.168.0.56@ 192.168.0.12 MQTT 228 Connect Command

66 6.086425 192.168.8.12 192.168.0.58 MQTT 58 Connect Ack

61 6.088843 192.168.08.58 192.168.8.12 MQTT 128 Subscribe Request, Subscribe Request

62 6.093933 192.168.0.12 192.168.0.58 MQTT 59 Subscribe Ack

64 £.182198 192.168.08.12 192.168.0.58 MQTT 59 Subscribe Ack

65 6.183307 192.168.0.50 192.168.0.12 MQTT 497 Publish Message, Publish Message
4 MQ Telemetry Transport Protocol, Connect Command &

I Header Flags: Bx18 (Connect Command)
Msg Len: 171

Protocol Mame Length: 4

Protocol Mame: MQTT

Version: MQTT v3.1.1 (4)
> Connect Flags: @xeb
Keep Alive: 5
Client ID Length: 21
Client ID: ADAM625@_BBDRCOFE9E2E
Will Topic Length: 36
Will Topic: Advantech/@@DBCIFE962E/Device_Status
Will Message Length: 88
Will Message: {"status":"disconnect”,"name":"ADAMG6250","macid": "@BDOCIFEIL2E", "ipaddr":"192.168.0.58"}
User MName Length: 3
User Mame: jjj
Password Length: 3
Password: 123 L

m

ae |
41
45

2f

m

76
74
63
36

9", "maci

MG Telemetry Tramsport Protocol fmgte), 174 bytes || Paskets: 71+ Displayed: 6 @.5%) || Profile: Defanlt

Figure5. Connect packet

3. Usea3" party MQTT client (MQTTBox) to get the DI status.
In Figure6, we have to setup a MQTT client for testing the function. In Figure7, enter the
right Topic and press Subscribe button, you can get the 10 data. In Figure8, enter the right
Topic and payload then press Publish button, you can set the DO. You can also observe the
DOO change in the right hand side (Subscribe block) of this figure.

B MQTTBOX o e S o — 5
MQTTBox Edit Help

| B

© Client Settings Help

= Menu 4= MQTT CLIENT SETTINGS

MQTT Client Name

ADAM-6250 MQTT TEST

MQTT Client Id

6a3b0ab5-1585-4c9b-9eb3-765b424

]

Protocol Host

mqtt / tcp i 192 168012
Username Password

i

Reconnect Period {milliseconds)

1000

Will - Topic

Will - Topic

Connect Timeout (milliseconds)

30000

Will - Qo s

0 - Almost Once

Append timestamp to MQTT client id?

[« Yes
Clean Session?

[ Yes

Reschedule Pings?

# Yes

KeepAlive (seconds)

10

Will - Retain

[J No

Delete

Figure6. MQTTBox setting page

Broker is MQTT v3.1.1 compliant?

¥ Yes

Auto connect on app launch?

¥ Yes

Queue outgoing QoS zero messages?

¥ Yes

Will - Payload
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's"1,"1""2018-10-31T08:44:132" "q"192,"c":1,"di
12":0,"di3".0,"di4":0,"di5".0,"di6":0,"di7":0,"di
01" false,"do2" false,"do3" false, "do4 " fals
05" false,"doB" false,"do7" false}

"0
"0
i

r
1"0d
8"0,d
e

qos : 0, retain : true, emd : publish, dup : false, topic

Topic to subscribe Advantech/00DOCIFE962E/data, messageld : . length
225, Raw payload . 12334115234584944241163458345

Advantech/00DOCSFEJE2E/data 048495645494845514984485658525258495190344434113
345849575044349934584944341001054934584844341

001055034584844341001055134584844341001055234584

Qos 84434100105532458484423410010554234584844341001
55534584844341001055634584544341001114934581
0 - Almost Once v 029710811510144341001115034581025710811510144341

001115134581029710811510144341001115234581029
710811510144341001115334581029710811510144341
001115434581029710811510144341001115534581029
7108115101125

9
Figure7. Subscribe 10 data

Topic to publish

Advantech/00DOC9FESE2E/cti/do1
{'s":1,"t""2018-10-31T08:57.182" "q":192,"c".
Qos 1,"di1":0,"di2"0,"di3"0,"di4"-0,"di5":0,"di6"0,"di
7"0,"di8"0f'do1" true|"do2" false,"do3" false,"do
4" false,"do5" false,"do6" false,"do7" false}

0 - Almost Once A

Retain
qos - 0, retain : false, emd : publish, dup : false, topi
Payload Type ¢ - Advantech/00DOCOFES62E/data, messageld -, le

o ngth - 224, Raw payload - 123341153458494434116
Strings / JSON / XML / Characters M 2458345048495645494845514984485658535558495690

e.g: {hello”'world’} 344434113345849575044349934564944341001054

934584844341001055034584844341001055134584

Payload 844341001055234584844341001055334584844341

{Vtrue) 00105543458484434100105 584844341001055
5345848443410011149345811611411710144341001
11503458102971081151014423410011151345610297108
1151014434100111523456102971081151014434100111

£ 533458102971081151014434100111 5434581029710
8115101443410011155345810297108115101125
Publish
{vtrue) {"s™1 "t""2018-10-31T08:44:132" "q":192,"c"
topic:Advantech/00DOCSFESE2E/ctlido1, qos:0, retain:fals

1,"di1":0,"di2"0,"di3":0,"di4"0,"di5":0,"di6"0,"di
7":0,"di8"0,"do1" false,"do2" false,"do3" false,"d
04" false,"do5" false,"do6" false, "do7" false}

Figure8. Publish DO data

e
5

Remarks:

1. Utility only allows user enter max 20 characters for username and password. However, module
can support 49 characters for username and 99 characters for password for the MQTT
authentication function. If users need to set longer characters for both username and password,

they can use ASCIl command to configure this setting.

TWILIT T USEr name
a: always 01
.. user name, if set null Return: =01
odule will disable the user-  [Error: 701
ame and password func-
ion.

PeaaSETMQTTURNx. . .x

[Set MOTT password
aa: always 01

box...x: password, if set null Return: =01
module will disable the user-  [Error: 701
name and password func-
tion.

PaaSETMQAQTTPWxx. .. x

Figure9. ASCIl command for setting the username/password
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2. Hereis a packet about the MQTT client connect the broker with wrong username/password.
= :

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm g0 Bras=gifBEaaaH
[. |mqﬂ m '] Expressions-  +
Yo Time Souce Destinahion Protocal Length  Info -
101 8.604748 192.168.8.78 192.168.0.12 MOTT 139 Connect Command
182 8.606241 192.168.8.12 192.168.8.78 MQTT 78 Connect Ack
112 9.618938 192.168.8.78 192.168.8.12 MQTT 139 Connect Command
113 9.611567 192.168.8.12 192.168.8.78 MQTT 78 Connect Ack
\ 122 10.614785 192.168.08.78 192.168.8.12 MQTT 139 Connect Command \ H
‘ 123 10.615724 192.168.0.12 192.168.8.78 MQTT 78 Connect Ack —3

> Frame 122: 139 bytes on wire (1112 bits), 139 bytes captured (1112 bits) on interface @
i Ethernet II, Src: LcfcHefe_ed:97:4e (28:d2:44:ed:97:4e), Dst: AsustekC_52:17:9@ (88:d7:f6:52:17:98)
i Internet Protocol Version 4, Src: 192.168.8.78, Dst: 192.168.0.12
i Transmission Conmtrol Protocol, Src Port: 51277, Dst Port: 1883, Seq: 1, Ack: 1, Len: 73
4 M) Telemetry Transport Protocol, Connect Command
i Header Flags: @x18 (Connect Command)
Msg Len: 71
Protocol Name Length: 4
Protocol Name: MQTT
Version: MQTT w3.1.1 (4)
Connect Flags: @xc2
Keep Alive: 18
Client ID Length: 49
Client ID: 6a3b@ab5-1585-4c9b-9eb3-769b424cf25f1540977060884
User Mame Length: 3
User Mame: abc
Password Length: 3
Password: 123

-

8@ 7d 1b b3 40 00 80 86 5d 1d cP a8 00 4e c@ a8
8@ Bc 8 4d @7 Sb c2 ed 3b 4de eB a@ ce 38 80 18
01 84 64 11 @@ @0 01 61 @8 8z 18 d2 f5 <4 @1 2f

6a3b@ab5 -1585-4¢|
9b-9eb3- 769b424(|
£25f1548 97706083
4. _abc.. !

M0 Telemetry Transport Protocel émgtt), 73 bytes || Packets: 130 - Displayed: 26 (20.0%) || Profide: Detonlt

Figure10. Client connects to broker with incorrect username/password.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ JERB Re=TsEEaaand

[ [t ] | Expression-= 4
No. Time Poume Destination Protocol Length  Info -
101 8.604748 192.168.8.78 192.168.08.12 MQTT 139 Connect Command
192 8.606241 192.168.8.12 192.168.8.78 MQTT 7@ Connect Ack
112 9.618938 192.168.8.78 192.168.9.12 MOTT 139 Connect Command
113 9.611567 192.168.8.12 192.168.8.78 MQTT 78 Connect Ack
‘4 122 18.614785 192.168.8.78 192.168.9.12 MOTT 139 Connect Command H
‘ 123 18.615724 192.168.0.12 192.168.08.78 MQTT 78 Connect Ack |

> Frame 123: 78 bytes on wire (568 bits), 78 bytes captured (568 bits) on interface @
> Ethernet II, Src: AsustekC_52:17:99 (B8:d7:f6:52:17:98), Dst: LcfcHefe_ed:97:4e (28:d2:44:ed:97:4e)
» Internet Protocel Version 4, Src: 192.168.@.12, Dst: 192.168.0.78
¢ Transmission Control Protocol, Src Port: 1883, Dst Port: 51277, Seq: 1, Ack: 74, Llen: 4
4 MQ Telemetry Transport Protocol, Connect Ack

> Header Flags: @x28 (Connect Ack)

Msg Len: 2
i Acknowledge Flags: @x@0
| Return Code: Connection Refused: not authorized (5) |

28 d2 44 ed 97 4e 88 d7 6 52 17 9@ 08 00 45 00
8@ 38 22 bb 40 B0 88 @6 ©0 ©@ c@ a8 VY Bc c@ a8
B8 4e 87 5b c8 4d eB al ce 38 c2 ed4 3b 97 8@ 18
81 @4 81 d5 @0 8@ @1 @1 @8 Ba 01 2f cd ce 18 d2
5 cd pLpr g

@ 7 MQ Telemetry Transport Protncol (mgt), 4 bytes || Packsts: 130 Displayed : 26 (20.0%) || Profile: Defsult

Figurell. Broker responses with a “connect act” with “not authorized”.
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3. Webaccess MQTT broker setup SOP (After v8.3.3)
a. Open the project manager and click the MQTT Broker.

Project Description PCOG0607
Project Description 127.0.0.1
Suzhou Summit 2018 127001

c. Done!
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