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B Problem Description:
This document explains how to set up OpenVPN. User could set up VPN for iRTU devices to

access private network domain.

B Answer:
1. Please download OpenVPN GUI for Windows OS.
https://openvpn.net/index.php/open-source/downloads.html
Note: Please use OpenVPN version 2.3.x, instead of 2.4.x or newer.
(Because iRTU uses 2.3 version, so VPN server needs to install 2.3 as well.)

2. Choose to install “OpenSSL Utilities” and “RSA Certificate Management Scripts”

components. (Some OpenVPN version may not be chosen by default.)

-

OpenVPN 2.3.4-1001 Setup =i X
Choose Components
Choose which features of OpenVPM 2.3.4-1001 you want to
inztall.

Select the components to install fuparade. Stop any OpenVPMN processes or the OpenVPMN
service if it is running.  All DLLs are installed locally,

Select components to install: OpenVPN File Associations L
--[v] OpenssL Utilities

- [+] Add OpenVPM to PATH

-[+] Add Shortouts to Start Menu

[+-|¥| Dependencies (Advanced)

Description
Space reguired: 4. 7TMB

[ < Back ][ Mext = ][ Cancel ]

3. Open the directory where OpenVPN installed. (For example, D:\Program
Files\OpenVPN )
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4. Back up “easy-rsa” and “sample-config” directories.

(Need to select above RSA package to install in step 2. Otherwise, there is no easy-rsa
directory)

5. Edit /easy-rsa/vars.bat.sample

Set Home to the path of folder easy-rsa.

set HOME=D:\Program Files\OpenVPN\easy-rsa

ho off

to point to
included

E\SOFTWARE\OpenVPN"') DO set "PATH=%PATH%;%%b\bin"

You can choose 1024 or 2048 for Key length. (Choosing 2048 coding takes a long time.)
set KEY_SIZE=1024

32 rem Private key size
3 get KEY SIZE=1024

35 rem These are the default values for fields

6. Use cmd line and move to easy-rsa directory.
Execute the following commands in turn to complete the initialization
init-config
vars

clean-all

ID: ~0penUPN~easy-rzarinit—config

arcopy vars.bat.sample vars.hat
-

D: “0penUPNMeasy-—rsadvars

D :“OpenlPH easzy-—rsa>clean—all
3=+ - v

4

D: “OpenlPHeasy—rza’>

“init-config.bat” would copy 2 files if there is no error message.

“vars.bat” is to initialize the environment variables. Every time opening command prompt
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window, “vars” command must be executed before other commands can be executed.

“clean-all.bat” is to clean “keys” directory. (When cleaning-all is executed for the first time,

it is normal to prompt "the system cannot find the specified file". This command deletes all

previously generated certificates and key files to avoid conflicting with the newly

generated certificates and keys.)

7. Execute “build-ca.bat” to generate certification of server. (keys\ca.key)

Press “Enter” if there is value in []. (The value user can set up in vars.bat.sample)

Bl &EEES C\Windows\system32\emd.exe

Email Address [john.sunPadvantech.com.twl:

D:“Program Files“0penUPH“easy—rsa’build-ca.bat
Generating a 1824 bhit REA private key

into your certificate request.

There are guite a few fields but wyou can leave some hlank
For some fields there will be a default value.
If you enter ‘.'. the field will bhe left hlank.

Country Name (2 letter code)> [TWI:

State or Province Mame <full name> [TWI1:

Locality Mame Ceg. city> [Taipeil:

Organization Mame (eg. company? [Advantechl:

Organizational Unit MHame <eg. section? [changemel1:AGA1

Common Mame <eg. your name or your server's hostname? [changeme 1:AGA1
Mame [changemel:John

Email Address [john.sunPadvantech.com.tuwl:

D:“Program Files“OpenUPN-eazy-rza>

You are about to he asked to enter information that will bhe incorporated

llhat vou are about to enter is what is called a Distinguished MHame or a DH.

= | B P9

8. Execute “build-key-server.bat server” to generate server key. (keys\server.key)

B :EEES: C\Windows\system32\cmd.exe - build-key-server bat server

Generating a 1824 bit RSA private key

writing new private key to 'keysserver_key’

into your certificate reguest.

There are guite a few fields hut you can leave some blank
For some fields there will be a default wvalue.

If you enter *.', the field will he left hlank.
Country Name (2 letter coded> [TUI:
Etate or Province Name (full name> [TWI:
Locality Mame <eg. city> [Taipeil:
Organization Mame (eg. company? [Advantechl:
Organizational Unit Mame {eg, section) [changeme 1:AGH1
Common NHame <eg, your name or your server’'s hostname? [changemel:-AGH1
Hame [changeme1:John
Email Address [john.sunBPadvantech.com_twl:

Pleasze enter the following ‘extra’ attributes
to be sent with your certificate reguest

N challenge password [1:DemoTest

fin optional company name [1:ADAM3688

e

You are abhout to be asked to enter information that will be incorporated

What you are about to enter is wvhat is called a Distinguished Hame or

e e |

a DN.

4

The information (section, host name, and so on) during generating server.key shall be the same in

the next step of generating client.key.
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Bl HEEES: C\Windows\system32cmd.exe

Fleaze enter the following ‘extra’ attributes
to be sent with your certificate reguest
A challenge password [1:DemoTest
An optional company name [1:ADAM3IGcBA
Uzing configuration from openssl-1.8.8.cnf
Check that the request matches the signature
Signature ok
The Subject’s Distinguished Mame iz as follous
countryName :PRINTABLE:"'TW’
ztate0rProvinceMame :PRINTABLE:"'TW"*
localityName PRINTABLE:' Taipei’
organizationMame :PRINMTABLE:’ Advantech’
organizationalUnitName :PRINTABLE: " AGAL’
:PRINTABLE:"' AGAL*
:PRIMTABLE:’' John*
:IASSTRING:’ john.sunfadvantech.com.tw’
Certificate is to bhe certified wuntil MNowv 13 81:14:5%8 20828 GMT <3658 days)
Sign the certificate? [y/nl:y

1 out of 1 certificate requests certified, commit? [y-nly
lirite out database with 1 new entries
Data Basze Updated

D:~Program Files*0penUPHN-easy-rsa>

o.o.n

Press “y” to commit for requesting certification.

The certification of server is established after finishing this step.

9. Now we create “Client key”. Execute “build-key.bat clientl” (“clientl” is the file name)

Common name shouldn’t be the same as other client.

10. Execute “build-dh.bat” to generate DH key. (DH Key is a secure protocol for encrypting

data.)

D:“\0penUPN“easy—-rsa>build—dh

LMARMING: can’t open config file: ~etcrszl-sopenssl.cnf

Loading *screen’ into random state — done

Generating DH parameters, 1824 bhit long safe prime,. generator 2
This is going to take a long time

NOpenUPNeasy-rsal_

11. Execute “openvpn --genkey --secret keys/ta.key” to create ta.key.
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8D 0penUPNweaszy—rsaopenvpn ——genkey ——secret keys-sta.key

)b~ OpenUPNweasy—rsar_

12. Copy files for server (ca.crt~ ca.key ~ dh1024.pem ~ server.crt ~ server.key) to config directory.

» B3 ) FEERE (D) » ProgramFiles » OpenVPN » easy-rsa » keys
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13. Copy “server.ovpn” from sample-config directory to “config” directory.

. EBE ) 3EERE (D) » ProgramFiles » OpenVPN » sample-config

MAZHEEE v ZEEg v IBER FRERR

) client.ovpn

T SHTTTOETOVETT ZOTTIIOIZ0

) server.ovpn 201

L}

14. Modify server.ovpn in config.

You can also see the description in the server.ovpn.

local 192.168.1.101 # Specify the native IP to listen on (because some computers

have multiple IP addresses), this command is optional and defaults to listen on all

IP addresses.

port 1194 # local port number to listen on
proto tcp # transport protocol
dev tun

ca ca.crt
cert server.crt
key server.key

dh dh1024.pem

server 12.1.1.1 255.255.255.0 # IP address segments and subnet masks used in virtual
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local area networks. In this example, the server occupy 10.0.0.1°
ifconfig-pool-persist ipp.txt

tls-auth ta.key O #Open TLS-auth - the second parameter should be '0' on the server
and 'l' on the clients.

cipher AES-256-CBC #Cryptographic cipher.

keepalive 10 120

comp-1zo #Enable VPN connection compression. If the server is open, the
client must be open.

client-to-client # The client is allowed to connect to the client.
persist-key

persist-tun

status openvpn-status.log

verb 3

Save file.

15. Enter the Windows Service Interface of the Computer on the Server to open the service

Openvpn. (cmd--- services.msc)

XHF) BEA) BEEV) WEIH)
és) T Ee= HE »enwp

o RSB (H) RS

OpenVPNService E=20 R K& BxE BRR C

i Office Source Engine RF... E=)) IR

[ETLERS 1), Office Software Protection Platform Offic... IEZE.. HB# IR

i€}, Offline Files B FiH@eE.. FR%K

£}, OPC UA Local Discovery Server The.. .. Bz KRS

£}, OPCF Bonjour Service Enab.. IEfE. Fa& AHRGF

£}, OpenSSH Authentication Agent  Age... /A AR

£, OpenVPN Interactive Service EE. B® AHRF

o rvice Fah IR

Egggggzgggf Fa KRS

7. Optimize drves ... Fah AIRFE

1. Peer Name Resolution Protocol {S5F8... Fah FiIRSS

5 Peer Networking Grouping {#F8... Fzh KRS

'8, Peer Networking Identity Manager  [G]3... Fh KitbARSS

1) Performance Counter DLL Host (L. . E=) AIBERSS

15) Performance Logs & Alerts THEE... Faf KRS

16. In EdgelLink, fill in the openvpn server’s ip, port and choose the cipher, the path of files
(ca.crt, clientl.crt, clientl.key).
For TLS, choose the ta.key and the auth direction should be 1 if server is 0.
Note: the gateway’s time should be the same as openvpn server’s time. You can do Time

Calibration in online monitor.
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%2 Network Setting(Adam-3600) (3) OpenVPN(Adam-3600) x

X

[¥] Enable

Server IP/Domain: 10.0.0.100 Certification Mode: CRT/Key Par »
Server Port: 1194 CA Fle Path: D:\Program Files\OpenVPN\easy-rsa\keys\ca.crt
Protocok: TP i CERT File Path: D:\Program Files\OpenVPN\easy-rsa\keys\adam360 -
Cpher: AES-256-CBC - KEY Fée Path: D:\Program Files\OpenVPN\easy-rsa\keys\adam360 **

Note: When enabling OpenVPN connection, please ensure that the device time is consistent with the server time!

TLS Authentication

Auth File Path: D:\Program Fies\OpenVPN\config\ta.key Auth Direction: 1

Download the project. The gateway will get the IP of openvpn.

Online Device «

EI1'_ Online Device

{8 [1]Eden_ECU-1152 - 172.16.12.1

..M [0]2484-2 - 172.16.12.254

: 27]ADAM-3600_John - 172.16.1
0JUNGC-1372G-Chic002 - 172.16.

E OJUNO-WINDOWS - 1 Type: ADAM-3600-C2GL1A1E
Mode ID: 27
L&N1: 0.0.0.0{Unconnected)
| AMZ: 172 15.12.195

OpenVPN: 12.1.1.6

—



http://www.advantech.com/

