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B Problem Description:
This document explains how to set up ADAM-3600 MQTT or WebAccess connection with

WebAccess. After users configure Broker connection attributes, receive service attributes, tags to
upload, upload conditions and other attributes, the data of the field device can be connected to the
WebAccess via ADAM-3600 or WebAccess in the way of MQTT.

H  Answer:
The topology of TagLink or WebAccess MQTT Client connecting with WebAccess MQTT

Broker is illustrated as below drawing.

WebAccess Project Node

MQTT Broker

172.16.12.140

WebAccess

ADAM-3600
or WebAccess SCADA Node

MQTT Client MQTT Client

172.16.12.254

172.16.12.140

The setup procedure can be divided into 3 parts, and each step would be instructed in the
following pages.

The first part is WebAccess Broker setup, which would be explained in step 1 and 2.

The second part is WebAccess MQTT Client setup, which would be explained in step 3 to 8.

The third part is ADAM-3600 MQTT Client setup, which would be explained in step 9 to 10.

If you use WebAccess as a lower machine, you should do the following steps. The first part is
WebAccess Broker setup, which would be explained in step 1 and 2.
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The second part is WebAccess MQTT Client (Use WebAccess as a gateway or device) setup,
step 11 and step 12 need to be added in the normally collected project.

WebAccess MQTT Client which subscribing from Broker does not need to do any engineering
configuration. After WebAccess MQTT Client (Data sending) is downloaded, it will automatically
build a collection project in WebAccess MQTT Client.

Prerequisite: Install WebAccess 8.3 2017/12/15 and later version to use MQTT Broker.

WebAccess Broker Setup
1. Click MQTT Broker in the homepage of WebAccess.

Current Project(s)

Jashboard Description IP HTTP Port TCP Port
Edit Project Description PCOB060T 0 4592
Edit Project Description 127.0.01 0 0

Please select one of above available Projects to startll

ity Checking Backup Restore Admin/Project User ODBC Log Data Source WebAccess Express Dashboard Settings  Setup HTTPS Service ITT Broker
System Log  Action Log Alarm Log Analog Tag Log Analog Change Log Discrete Tag Log Text Tag Log Event Log LogData Maintenanc

2. Enable MQTT Broker with option “Yes”.

MQTT Broker Settings
Enable ®Yes ('No
UserName [swmin
Password [eeses
TCP Port |1883
Autofill Project/SCADA Node IP |1?2-15-12-1f10 X
[Cancel] Skt

2.1 Set up the “UserName” and “Password” defined by the user for the broker.

2.2 Set up port number for broker’s “TCP Port”. Usually use port 1883 as non-security TCP
port.

2.3 Fill in the “IP”” (or domain name) of the server which would play as WebAccess Broker.
2.4 After clicking “Submit”, the WebAccess MQTT Broker is supposed to start and ready to
service.

WebAccess MQTT Client Setup (SCADA node subscribes messages from broker)
The user can use the same machine to set up MQTT Broker and Client.

3. Choose one project in the WebAccess homepage. (Ex. CloudProject)
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Project Property Add SCADA Node Import SCADA Node Upload Remote Node User

If the device supports MQTT client publishing with WebAccess Plug&Play function, the
following steps may not be needed in WebAccess MQTT client. However, since ADAM-3600
cannot support WebAccess Plug&Play in this period of time, we need to set up the device and tags
manually in step 6 to 9.

In other words, WebAccess Plug&Play allows users no need to set up device and tags and
would generate corresponding device and tags if it receives MQTT packets from the subscribed
broker.

o
>
o
o
=z
D
=
O
(@]
3
o)
(@]
3
&
_|
O
3
0
=
D
t
QD
O
@

= =11 1o ] 1=
2 NHINE
g
g
0) <
(@)
(]
(]

6. Add Device with WAMQTT Device Type

Comport Property Delete Add Device
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Device Name: It’s for recognition different devices in WebAccess.

IP address: Fill in the IP of Broker.

Port Number: Fill in the port number of Broker.

Heartbeat frequency (second): The device send heart beat message to the Broker with this
period. After several times checking the communication status without heartbeat from the device,
the Broker will view this device as disconnected.

Device ID: Set the "Device ID" same as in TagLink project, which indicates the name of
uploading topic.

Username and password: Broker's username and password.

7. Add Tag in the device.

Delete Add Tag Add Block

ADAM-3600

WAMOTT w
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8. Create New Tag with the monitored Tag Name and Address in the device. (The address is the

name of tag in TagLink).
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After download and run the Node, you may receive the tag value if the device publishes to the
WebAccess Broker.
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ADAM-3600 MQTT Client setup
9. Set up TagLink project for ADAM-3600, which is one MQTT client.

Lal -
Project Configuration « || WebAccess(Device3600)*  x
=721 1 WA MQTT . Aoy % Discard
=M Device3600-172.16.12.228

B4 Data Center 172.16.12.140-1883 % | e
= Da']. storage Tag Name Tag Type
[J---_E’ senice LRI » Boardl0:DO.0 discrete
-4 Event Manager -
- Connectivity Enable: W #5YS_CURRENT_... analog
-B Cloud Use Socks5 Proxy: '& Double click to edit

.
k.47 WebAccass ® o 172.16.12.140

1@ Proudsrrart

d Azure . FEIE 1883
@8 System ’ SSL Enable:

S5L Scenario:
MQTT Version: 3.11 A
Client ID: JohnMQTT
. User MName: adrin
Password: admin
: Keep Alve(s): 60

. Timeout(s): 30

e
i)
=1
I=h
A
e
=
b=
iz
e

Detection Cycle(s):

Diff Type: +/] Value Change
Quality Change
Timestamp Change

Topic/Payload Schema:

’ Group ID: CloudProject_Node
’ Device ID: topic_ADAM3600
Heart Beat Period(s):50

. Publish Ctrk -
'& Project Configuration ublish e None

Timestamp: UTC Time M
Online Device

9.1 Choose “WebAccess” in the categories of cloud service.

9.2 In TagLink Cloud setting, enable WebAccess Cloud.

9.3 Leave it disabled as default if you don’t use SOCKSS5 proxy server. If user wants to enable it,
click the Enable selection box and click the “Edit” button to set the SOCKS server information
in the pop-up box, including the server IP address, port number, user name and password
information.

9.4 “host”: Fill the Broker’s IP or domain name.
9.5 “Port”: Set the port number the same as WebAccess Broker’s port.

9.6 Choose whether to enable SSL. Connection does not enable SSL secure connection by default.
If click the Enable selection box to enable SSL, user can choose three authentication methods:
Anonymous Connection, Server Authentication, and Mutual Authentication. You can leave it
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unchecked as default if you don’t need authentication. Use default Anonymous connection if
the cloud and the client do not require certificate authentication.

9.7 Select the MQTT version number consistent with the cloud. For WebAccess 8.3 2017/12/15,
which is MQTT 3.1.1 by default.

9.8 Fillin one Client ID following the spec of the broker. Randomly generated name is fine.
MQTT 3.1.1 supports Anonymous Connection, so we can leave it empty as well.

9.9 “Username”: Fill in WebAccess Broker’s user name.
9.10 “Password”: Fill in WebAccess Broker’s password.

9.11 “Keep Alive”: The client sends heartbeat messages (PING) to the broker with this timeframe
to keep the connection alive with the broker.

9.12 “Timeout”: The maximum interval in seconds for the client to establish connection with the
broker. If the client has not received a response over time after sending a message to the broker,
the client will interrupt the connection initiatively.

9.13 “Periodic Publish” is one option of uploading conditions. The client can choose to upload the
tag’s information regularly.

9.14 “Publish Period”: Set up the interval to publish data. For demonstration, check Periodic
Publish and set Publish Period as 3 seconds.

9.15 “Diff Publish’ is another option of uploading conditions. The client can choose to upload
information when the tag changes. It checks the Tag status (value, communication quality, and
timestamp) every Detection Cycle. Two uploading conditions can be selected at the same time.

9.16 “Group ID ”: The project name added bottom line with the node name in the WebAccess
MQTT Client. (Ex. MyProject MySCADANOode).

9.17 “Device ID ”: Fill in the device name, which is the topic that WebAccess MQTT Client
would subscribe in as “Device ID” in WebAccess device property. (Ex. Device3600).

9.18 ‘“Heart Beat Period ”: The interval of TagLink sends heart beat message to WebAccess MQTT
Client.

9.19 “Publish Ctrl”: If enable “Publish Ctrl”, WebAccess Node can control TagLink device to
publish or not by using “DON/DOF”’ command. When WebAccess Node starts, it will send
DON to broker, then ADAM-3600 can subscribe it to start publishing. When WebAccess Node
stops, it will send DOF to broker, then ADAM-3600 can subscribe it to stop publishing.

9.20 “Timestamp ”: Choose the published message contains timestamp with UTC or local time.

9.21 You may create some tags for observation. In Cloud setting, add Tag by Double click the
column and select the tag you created.
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9.22 Click Apply for saving the setting.

10.Download the project to your ADAM-3600 device. After downloading, the MQTT service would

restart automatically.

& — [a][x
[El= Project Help
- — 7 — — — —
8 [ 8B © =& b
Close  Save Project  Export To | Show Tag Importtags Export tags
Project Download  SD Card Count from Excel to Excel
Project Configuration % 3 WebAccess(Device3600) Device3600
— #%| Project Download — |[a ][ x
B 2_1_1_WA_MQTT
I8 Device3600-172.16.13.121 ¥ Mame Status P Progress
-[& Data Center (% Gene W Device3600-17... Service Restarting 172.16.13.121 100%
= Data Storage
-3 Service Name
¥l Event Manager -
-F Connectivity =vicy
=B Cloud Passw
--{:j WebAccess
& ProudSrmart Ident]
< Aaure PP Ad(
System
Time
Descri
i | Cose |
N3

P

After finishing above settings, the ADAM-3600 MQTT Client may publish to WebAccess
Broker, and you may monitor it on another WebAccess Node as MQTT Client.

You may also use other 3" party MQTT client software (ex. MQTT-fx) to subscribe the
WebAccess MQTT broker and check the published result of ADAM-3600.
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@ MQTTf-150 @

i Disconnect “o
Publish m Scripts  Broker Status  Log

# v Autoscroll A
# iot-2/evt/wadata/fmt/CloudProject_Mode 1
Dump Messages Mute - =t
iot-2/evt/wadata/fmt/CloudProject_Node 2 il
# QoS0
iot-2/evt/wadata/fmt/CloudProject_Mode 3
# QoS0
iot-2/evt/wadata/fmt/CloudProject_Mode 4
# QoS0
iot-2/evt/wadata/fmt/CloudProject_Mode 5
# QoS0
iot-2/evt/wadata/fmt/CloudProject_Node 6
2 Qos0
L
Topics Collector [0) Scan g iot-2/evt/wadata/fmt/CloudProject_Node 7
# Q050

iot-2/evt/wadata/fmt/CloudProject_Node

06-02-2018 16:35:00.59700305 Qo5 0

Pavinad decaded bv Plain Teyt Decnder -

You may also view the upload result in ViewDAQ of WebAccess.

P |
Point Info

Tag Name: S5YS CURRENT TIME SYS CURRENT TIME
Description: AI SYS CUBRENT TIME J

Tag Type: ANALOGE

Scan Type: CONSTANT SCAN
Port: 1 Unit: 0

Device Name: ADAM-3600

' REddress: §S5¥S_CURRENT TIME '
h Span High: 100.00
Span Low : 0.00

Engineering Unit:

Value: 1.5Ze5

\ 10 Tag ViewDAQ |
Acowniltion | Ponl | Pom4 |
. Al
Calulstion |  Pon2 | Pams |
Goto | Change | Acknowledg | Exit Constt | Pon | Pomé | El

WebAccess MQTT Client Setup (Upload messages to Broker)
11.1In Node Property, set up WebAccess MQTT Connection Settings.
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Encode Seript () Yes ® No

m WebAccess MQTT Connection Settings
CloudProject .’Ename @ Yes ONo
‘2 Node i~ ) 5 =

3 Port] (ici Cloud Project Name | londPro ot

J ADAM.3600 = Clovd Node Name [Nodz

SYS_CURRENT TIME

Device Driver . Primary Deviee ID. [ClondProject_Mode Defanlt
Atot . IP Address [172.16.12.140
ABMIGX
T $)  comportNomber [163
ABPLCEIP ’ Connection Type ) WebSocket (8 TCP
ABSLCS
AceFAM3 Use SSLITLS () Yes @ No
223l . MQTT Broker User Name fadmin
ADAMIE
ADAMS560 MQTT Broker Password [sases
ADAMSKASC
ADAMSKE v . Keep-Alive Interval [0 Seconds

11.1 Enable MQTT Connection function by clicking “Yes” in “Enable.”

11.2 Set up the “Cloud Project Name” and “Cloud Node Name”. (Ex. CloudProject/ Node)
11.3 Set up the “Primary Device ID” by clicking Default button.

11.4 Fill in the “IP” (or domain name) of the server which would play as WebAccess Broker.
11.5 Fill in the “Comport Number” following the port number of broker.

11.6 If the WebAccess MQTT Client is installed in Windows 7, WebAccess 8.3.0 can only
support TCP “Connection Type” in this period of time.

11.7 Follow MQTT Broker settings to set up “Use SSL/TLS”, “MQTT Broker User Name”, and
“MQTT Broker Password.”

11.8 “Keep Alive” is defined as the maximum time interval in seconds that a cloud broker
receives messages from a client and stay connection. The client will send heartbeat messages to
the cloud in this timeframe. User may leave the default 10 seconds for setup.

11.9 Clicking “Submit” to finish the setup of Node Property.

12. Select the tags that need to be uploaded to WebAccess MQTT Broker in the WebAccess Cloud

Whitelist.

Node Property Delete Add Comport AccPaint CalcPoint ConstPaint SysPoint FacePlate RealTimeTrend DataLogTrend AlarmGroup Recipe Video GlobalScript UserProgram DataTransfer ExcelIn ExcelOut Report
m Scheduler ClassroomScheduler AlarmManagementSystem EventLog KeyMapping ImportExternalData DemandControl BACNetServerConfig ModbusServerConfie Map Excel Repori WebAccess Cloud Whitelist *NTSE-PaaS

Whitelist
CloudProject
~

‘3 Node Start View StartDrew Download Greph Only StariNode StopNode
3 Port] (tcpin) Node: CloudProject » Node

‘3 ADAM-3600 = [ — ——

ml

SYS_CURRENT TIME Node Description
" Device Driver SCADA Node [P Address PCO60607
AL01 Primary TCP Port 4392 Secondary TCP Port 14592
ABMI GX =
ATIS Node Timeont 0
ABPICEIP Remote Access Code
ABSLCS . :

Outgoing Email (SMTP) Server PC060607 Email Port 0 Use SSL/TLS: No

AceFAM3
ADAMDK Email Address
P E Email Account Name
ADAMS360
ADAMSKASC v el e v
ADAMSKE

o

Click the directory of the device.
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Porti (tcpip) ] [] Q Tag Name
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[Trouble shooting]
After enable WebAccess MQTT Broker, if you want to check whether Broker is starting or not,
you may use tool such as “Process Explorer” to check the proecess of WaMQTT Broker.

&Y Process Explorer - Sysinternals: www.sysinternals.com [ADVANTECHY ehn.Sun] E=ARCE X |
File Options View Process Find Users Help
B @ =D E R A |, | 1|1 s [ TNV
Puocess CFU Puavate Bytes Weadng Bt FII' Descrphon Company Hame *
Exff= explower.exe 0.05 TLEA K Q090K T172 Windows i ZFELEE Mhicooeoft Corpocation
a7 izEEM exe <00l 51K 12183 K 8044 ighFh Module Inte] Clopenation
w | igheHE exe =001 A5 K 15,54E B0 igfheHE hodul= Inte] Corpoiation
!@igﬁc'l'my.eme =001 486K 520K 5104
B tushSmon. exe 0.0t 3548 K TAOE 4548 ushimon Intel Covpogation
#,; Poo N Thion exe =001 LK 3,580EK 7888 Trend Micwo Cfficelcan Teend Mica Ins.
+) VCDDaevnon. 2xe =001 ZE52K TIO0E 6752 Virtwal CloneDidve Daernon Elabouate Bytes AG
o A jusched exe <00 3,828 K 10483 K 8320 Javs Update Scheduler Onacle Corpenation
| 2 jucheck exe <00l 6K 16,252E 10192 Jawa Update Checker Oscle Corpenation
=) +2 Diopboxene 00 171,820 K 168,263 K %400 Dioghax Dophos, Inc.
22 Duophoene =001 ISME 122K 9185 Duophax Duophese, Inc.
22 Dimphosc.exe <00 252 K 7TIME 8312 Diophox Duophas, Inc.
E. nidevmon.exe =001 64l6 K 14382 K 8368 NI-DACQ Device hionttor Hatiomal Instrwments Corporat. .
@mshnﬂcm.e}oe =001 24K 3B TEE 0% LiStodoon Inte] Corposation
m | mongod. ez 0.14 166,164 K 65584 K 11300

L Buspe... 420K 14 E
= L..l node exe =001 1730K B 48K 5292 Node js: Berrer-side Javaiionpt  Nodes
5 0.01 MM E F2EME 13372 Node g5 Server-side JavaBedpt  Nodejs
420K 14 K

m

= m b ) ]
c. agent_keeperexe . HEE 5590 cloud_agent_keeper
=) w7 wapnp.exe 0.0 1.9%E 59 E 51836
5 () node e <00t 745K 3772 K 52500 Node js: Sarverside Javaleipt  Nodej
N 001 >112K 33060K 44532 Node j=: Serverside JavaSodpt  Nodejs
node exe <00t BMEK 35 34K 59104 Node j= Serverside TovaSodpt  Nodajs
(W node.exe = 0.0l SEENEKE 42143 K 59116 Node j=: Berrerside Javalcapt  Modejs
o B T <00t L9 K 6112K 58536
) e 200t 53,02 K 4L456K 58104 Node js: Serverside Javaleipt  Nodejs
Cornrmend Line: i
CPU Usage: 47| node Clnetpubimrnocttbocadwe B MO T Thmler js |8 Physical Usage: 86.78%
= Fath:
A Pumgeen Files (eBfhnodeizinade e | r

If the MQTT Broker does not start successfully, cloud_agent_keeper.exe and related node.exe

would not appear.

During installing WebAccess 8.3, Node.js 6.10.3 will be installed.

If you have installed higher version of Node.js (ex. Version 8.9.1) may be not compatible to
WebAccess broker. You may need to remove Node.js version above 6.10.3 before installing
WebAccess 8.3.

The method to check your installed Node.js is using command “node -v” in command line.

B 2HEES C\Windows\system32\omd. exe E‘Elé]

Microsoft Windows [ 6.1.76811
Copyright {c>» 2087 Microsoft Corporation. HAll rights reserved.

C:“Users>john.sun>node -v
ub.168.3
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