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B Problem Description & Architecture:

Setting DCOM for OPC under Windows 7 (32 / 64 bit)

B Brief Solution - Step by Step:

1. Windows 7 (32 / 64 bit) configuration overview

This tutorial walks through the DCOM configuration and security settings under Windows 7 to configure an OPC

server

B User access authorization control
' Windows firewall

The precondition is opc server and client computers need to have the same Windows System login
account.
The steps to securely configure the OPC Server are: first of all, setting the wide DCOM protocol security
authorizations for the computer access (MyComputer) then create some exceptions on the firewall so the OPC
client can access the OpcEnum which gives the list of the OPC servers running on the machine, and last, configure
the DCOM access permissions for OpcEnum and the OPC server.
The steps described in this tutorial will not follow this order to make it shorter
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2. OPC Server Settings

A. Wide security “MyComputer” settings
®  Managing the settings for the general computer access, users and permissions
Press @ + R to open the Run menu type "DCOMCNFG" on the text area and press ENTER to open the Component

Services window

»/ See moce results

[ Under: Component Services—> Computers, Right-click on "My Computer" and Choose the "Properties" from the menu.
Click the "Default Properties" Tab and configure as follow:
Enable Distributed COM on this computer checked.
Default Authentication Level Connect

Default Impersonation Level Identify

%. Component Services —

%. File Action View Window Help My Computer Properties
as| 263 B &|ﬂ|7'_7|5-_'}1 Defauk Protocols | COM Secu MSDTC
(L] Console Root — General | Options | autt Froperties
4 [5:Component denvices — [¥] Enable Distributed COM on this computer
el QAL Computers -
& My Computer || Enable COM Intemet Services on this computer

View oca

; Defautt Distributed COM Communication Properties

& L4 Services (Local)

The Authentication Level specifies security at the packet level.
a3l ication Level:

[Connect v

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default onation Level:

identy )

Security for reference tracking can be provided if authentication is used
M and that the default impersonation level is not anonymous.

[ Provide additional security for reference tracking

Leam more about setting these properties.
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For the “Access Permissions”, we need to check user accounts are exist and give that local and remote access, it is

Enabling an Intelligent Planet

Click on the "COM Security" tab

necessary to request user account information, also add the users accounts and/or groups who should be able to access the

COM service in this machine.

Click "Edit Limits" button within the "Access Permissions" Hit Add enter the object name (8 users account are
below.) Hit OK Check local access and remote access boxes Click OK.
Hit Add enter the users accounts and/or groups wanted. ("Administrators", "ANONYMOUS LOGON", "SYSTEM",
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"INTERACTIVE", "NETWORK", "Everyone", "Performance Log Users" and "Distributed COM Users")
Repeat the operations until completed.

| Actions

ER Lants

Lear rove 0bOut 228ir) e 1ogenss

Camton: Nedfyng leuncs snd actvaton pesrsscns can
§  #Fact the woity of mpoications 1o mat camect, funcson
andor BN secuy

Ed Defodt

CcK Canced

Accwys Parmusnon

Securty Lmits

Goup o cae nesms

- ey ‘

T ]

o4 SYSTEN
8, HETWORK

R Patormance Lag Users JUNOZ17IA Peroerance Log U
2 Dutrdeted COM Lisers JUNDZ 1784 Distsbudad COM Line
. ' '

Add Ferszvw
Peressors for Eragpone Dy
Local Acosss J
Rarcte Acosss ‘
ke s
| 0K Canosl
i

Click "Edit Default" button within the "Access Permissions" Hit Add enter the object name (7 users account are
below.) Hit OK Check local access and remote access boxes Click OK.
Hit Add enter the users accounts and/or groups wanted. ("Administrators", "ANONYMOUS LOGON", "SYSTEM",

"INTERACTIVE", "NETWORK", "Everyone" and "SELF")

Repeat the operations until completed.
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For the “Launch and Activation Permissions” configure as needed, adding only permissions to the users and/or groups who

should be able to access the COM service in this machine, setting the permissions. To assign permissions to a special group or
user, add it and check the desired boxes.

® Click "Edit Limits" button within the " Launch and activation Permissions " Hit Add enter the object name (8 users
account are below.) hit OK check the desired allow or deny boxes click OK.
Hit Add enter the users accounts and/or groups wanted. ("Administrators"”, "ANONYMOUS LOGON", "SYSTEM",
"INTERACTIVE", "NETWORK", "Everyone", "Performance Log Users" and "Distributed COM Users")
Repeat the operations until completed.
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Click "Edit Default" button within the "Access Permissions" Hit Add enter the object name (6 users account are
below.) hit OK check the desired allow or deny boxes click OK.

’

Hit Add enter the users accounts and/or groups wanted. ("Administrators"”, "ANONYMOUS LOGON", "SYSTEM",
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"INTERACTIVE", "NETWORK" and "Everyone")

Repeat the operations until completed.
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Press OK at end to save settings.
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B. “OpcEnum” Settings

Manage the users/groups that should be able to see the existing OPC servers running on the machine (It

is possible to give authorisation to many users/groups to see the existing OPC servers running but

authorise different users/groups to access to different servers. See: 4. Permissions settings)

® Under: Component Services=> Computers—>My Computer->DCOM Config, find “OpcEnum” on the list right click on it
and Choose "Properties" from the menu.
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® On the tab “General”, Authentication Level chooses the “Default”.

On the tab “Location”, check the box “Run application on this computer”(If it can use.).
® On the tab “Security”, Launch and Activation Permissions and Access Permissions choose the “Use Default”,
and Configuration Permissions choose the “Customize”.
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C. “Kepware Communication Server X.XX" Settings
Manage the users/groups that should be able to see the existing OPC servers running on the machine (It
is possible to give authorisation to many users/groups to see the existing OPC servers running but
authorise different users/groups to access to different servers. See: 4. Permissions settings)

® Under: Component Services=> Computers—>My Computer->DCOM Config, find “Kepware Communication Server X.XX”

on the list right click on it and Choose "Properties" from the menu.
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and Configuration Permissions choose the “Customize”.

On the tab “General”, Authentication Level chooses the “Default”.
On the tab “Location”, check the box “Run application on this computer”(If it can use.).
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On the tab “Security”, Launch and Activation Permissions and Access Permissions choose the “Use Default”,
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D. OPC Server process Settings
Under: Component Services= Computers—=> My Computer->DCOM Config, find OPC process on the list for this

example we install the “BwOpcServerDA and BwOpc ServerAE”, right click on it and Choose "Properties" from the

menu.
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® On the tab “General”, Authentication Level chooses the “Default”.

On the tab “Location”, check the box “Run application on this computer”(If it can use.).
® On the tab “Security”, Launch and Activation Permissions and Access Permissions choose the “Use Default”,
and Configuration Permissions choose the “Customize”.
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3. Server Firewall Settings

Configure the firewall exceptions

+ R to open the Run menu type " wf.msc" on the text area and press ENTER to open the Component Services

Programs (1)
» o

7 See mure results

| Wl

A. OPC Server Enumerator exception
Right click Inbound Rules and choose New Rule from the drop down menu, the Inbound Rules wizard will appear
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" |Cache Conent Retrieval (HTTP-In)  BranchCache - Content Retr,.  A¥ No Al ||| 7 Fitter by Group 4
Cache Mosted Cache Serves (HTT..  BranchCache - Hosted Cach.. A No A View »
Cache Peer Discovery (WSD-In) BanchCache - Peer Discove.. AR No A A Refresh
gt to & Network Projector (TCP-In]  Comnect to # Network Proje..  Domain  No A )
kt to a Network Projector (TCP-Inj - Connectto a Network Proje..  Prvate.,  No A & Bpotlit.
onnect to & Network Projector (WSD Ev._.  Connect to » Network Proje..  Prvste..  No A Helo
@ Connect to s Nebwork Projector (WSD Ev..  Connect to & Network Proje..  Domsin No A
@ Connect to » Nebwark Projector (WSD Ev..  Connect to a Network Preje..  Domain  Neo A
@ Connect 1o 5 Network Projector (WSD Ev—.  Connect 1o & Network Proje..  Prwvate.. No A
@ Connect to » Network Prosector (WSD-In)  Connect to # Network Proje.. AR No A
@ Core Networking - Destination Unreacha..  Core Networking AN Ves A
@ ceren bing - D Unreach Cove Netwerking Al Yer A
@ Core Networking - Dynamic Host Config... Core Networking A Ves A
@ Core Networking - Dynamic Mozt Config...  Core Networking A Yes A
@con Networking - Internet Group Mana..  Core Netwerking AN Yes A
8 Core Networking - IPHTTPS (TCP-In) Coee Networking Al Ves A
@ Core Netwecking - IPv6 (P6-in) Coee Netwerking Ar Yes A
@ Core Networking - Mulicast Listener Do, Coen Networking Al Yes A
@ Core Networking - Multicast Listener Qu... - Core Networking AD Yes A
@ Core Networking - Multicast Liztenes Bep... Coee Networking a8 Yes A
€0 Core Netwerking - Mublicast Listener Rep... Coes Netwerking AR Yes A
8 core Networking - Neighbor Decovery A Core Networking AR Ves A
€ Core Networking - Neighbor Discovery S Core Networking A Yes A
Ycorn Networking - Packet Too Big CMP_. Coen Netwerking A Yor A
8 Core Networking - Parsmeter Problem (L. Core Networking A Yes A
9 Core Networking - Router Ady Core N q A Yes A
. Core Networking - Router Solcttation (IC—. Corn Netwerking AN Yer A
8 Core Networking - Teredo (UDP-In) Coee Networking AB Ves Ao
‘| o L)
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& Wedows Firemal with Advenced Security = = =
| File Action View Help
w2 | B
bound Rul .
& In Sl Mame Graup Profle  Enabled A * -
B} Outbound Rules 7 Ly
| A Conmection Security Ruleg) P Nerw Inbound Rule Wizard S— @ -
B Monitorin
- . Rule Type »
| Seloct e hype of fremad nie Lo Sreate 4
»
| Stegs »
| o e Type Winat type of e woukd you ke to cae)
¢ Poge
* Adion & Program l
M o Pelie = s for 3 program
{@ Nape Port
Flde thet controly connechons for s TCF or UDF pon
M Prmdedined
M Fle that candols for & Wirddows
Camtom
Custon e
BT are sbrod ne e

Core Networking - Teredo (UDP-Inj

i bl "

Core Networking

Go to inbound rules and add to the exceptions list Chose program and hit next>

chose This program path, hit Brows find opcenum.exe double click it and hit next> ( the path should be: Windows7 32
bit machine = c:\windows\system32\opcenum.exe Windows7 64 bit machine and Windows Server 2008 R2
-2 C:\Windows\SysWOW64\opcenum.exe)

Chose Allow the connection and hit Next>
Check the desired boxes ( in our example we only check Domain ) hit Next>

Give a name to the connection rule and a description if you desire to then hit Finish.

B. OPC Server exception

Right click Inbound Rules and choose New Rule from the drop down menu, the Inbound Rules wizard will appear
Chose program and hit next>

chose This program path, hit Brows find your OPC server executable double click it and hit next>

Chose Allow the connection and hit Next>

Check the desired boxes hit Next>

Give a name to the connection rule and a description if you desire to, then hit Finish.

Exit the firewall configuration window

Restart windows
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4. Permissions settings

The server permissions can be managed according to the level of access we want to give, for example if we have a
worckgroup (WG) how can access a server and we want user A (UA) to be able to access OPCserverA and user B (UB)
to be able to access only OPCserverB, we should set. permissions as follow:

OpcEnum 2> WG

OPCserverA > WG\UA

OPCserverB > WG\UB

And allow remote and\or local operations for each one of them.

5. OPC Client Settings (Same like OPC server Setting)

A. Wide security “MyComputer” settings
® Managing the settings for the general computer access, users and permissions
Press @ + R to open the Run menu type "DCOMCNFG" on the text area and press ENTER to open the Component

Services window

Programs (1)

® | deommendg

| | Gocencaly I Shut down  +

(] Under: Component Services—> Computers, Right-click on "My Computer" and Choose the "Properties" from the menu.

Click the "Default Properties" Tab and configure as follow:
Enable Distributed COM on this computer checked.
Default Authentication Level Connect

Default Impersonation Level Identify
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For the “Access Permissions”, we need to check user accounts are exist and give that local and remote access, it is

Enabling an Intelligent Planet

%. Component Services

%. File Action View Window Help

s 2@0cEE L@

([ Console Root
4 *. Component Services

.. Services (Local)

|

Computers

|| Enable COM Intemet Services on this computer
Defautt Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

3 ication Level:
[Comect v

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default %rsonaﬂon Level:

= -

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[ Provide additional security for reference tracking

Leam more about setting these properties.

[ 0K ][ Cancel ] ] Apply

S =] X
3
My Computer Properties ? &l
= || _”,‘,\
Defaul Protocols | COM Secur MSDTC |
General | Options I autt Properties
[7] Enable Distributed COM on this computer

—

_— — =

Click on the "COM Security" tab

necessary to request user account information, also add the users accounts and/or groups who should be able to access the

COM service in this machine.

Click "Edit Limits" button within the "Access Permissions" Hit Add enter the object name (8 users account are

below.) Hit OK Check local access and remote access boxes Click OK.
Hit Add enter the users accounts and/or groups wanted. ("Administrators"”, "ANONYMOUS LOGON", "SYSTEM",
"INTERACTIVE", "NETWORK", "Everyone", "Performance Log Users" and "Distributed COM Users")

Repeat the operations until completed.
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¥, Component Servces - ——— -
[ e, Acten _View T Compuaet Properties LA
— Y
| 2 X = =
Gerers g . Propenes
=) Comole Roct 84 :
D "]
# N Component Services Dt Prntoose CON Secty MSOTC
. Commputen Acoass Ferrmaone
« & My Computar You muy sdt vhe @ dlownd defmlt wccass 1o ppicdors. You may
oM. Appl o aet irnts on ther own .
3 DCOM Cond o Caton Nodéyng acoses perrsssons can sfect the slty
2 Running Ped A chcatons 12 st conrec funcien andoran
F 1 Dstributed 0
Bl Evert Viewe (Local)
4 Services (Loco)

I’s-um Jl EDofod.

Laseh ard Acdvies Permansrs

You adry et whe is chowed by delacl 1o launch apphcations of
actvatn clymcts Yo reay s s s on apckestons thal
Swisrrie thee oan permssors

Camton louncs snd pctvaton pesrssons can
l.. sFact the ablity of sppications 1o mat. connect, huncaon
E and/or mun secumy

| Edtimts Edt Defoult.
Lasar more 0bout atiry e 1ogetes
[ ok || conce v

S B e
-lai=ly
Accays Parmason ‘M‘ " -
[ — »
Securty Uimiy

Z0up o caer naews

:

8, SYSTEN i

82, HETWORK

R Patormarce Lag Users JUNOZ17IA Perdaemance Lop U ‘

#2 Dutrdeted COM Liers (UNOZ 1724 Distsbuted COM Uses ™

. 5 '
A | Femve |

Perresnors for Erenpore Owy

Local Acosss 4
Rarcte Accens

bt alaut s eyl il snttamaeey

oxicnu‘l

Click "Edit Default" button within the "Access Permissions" Hit Add enter the object name (7 users account are
below.) Hit OK Check local access and remote access boxes Click OK.
Hit Add enter the users accounts and/or groups wanted. ("Administrators", "ANONYMOUS LOGON", "SYSTEM",
"INTERACTIVE", "NETWORK", "Everyone" and "SELF")

Repeat the operations until completed.

B, Companent temater

NoBre  Acthon View  Window  Hep

s XD =0 LMEEnD

) Conzale Rect
a %, Component Sarvces
& ] Comgputers
& My Camputer
B EvernViewer Locall
4 Seraces (Locl)

My Compubar Prapertss ¥
Gees | Dgem efad Prpates.
Delot Potoook | | COM Secuty MRTC

Accwm: Parsion:

You iy ot who = dlomad delid sccess b sgpbcdons Youmw
wio 30t berdz on k L] Ll

Cacdion: Moddynyg accen partiiyen: o alect b sty

GIoup of uier nanves

sl _ EdiDeind.
Lean nive abod el e rouerns
ot || Cece Py

A o v 2 conves fachen rede v Ty
secuy ML SELE E
B, 5STEN ’
£ s [ M NETWERK
B adrwrwraton (WeENG Eannstsion| s
Launch and ctrston Harveson 2 r = a
You Py e who 16 oo by delaul in byrch appbcsans of  Axd Remove
ofrrabe GReachs. You may Sn0 tet vt On sppicaions that T —
deaTwe Het omn 0r'
0N, P Pavriincn for Evepore Alow ey
Cauton: Hodtng ksunch 30 S00e3hon pameiions o | Locdhocess
PN ::(l;n;:nnd SpoRcations 10 Yl Conmct Acion R i 7

Laan st scomst coods

o sunEsy

CRE- R
o Actions
mm‘., -'.?.’
Mers Action: »
Dt Secumy

For the “Launch and Activation Permissions” configure as needed, adding only permissions to the users and/or groups who

should be able to access the COM service in this machine, setting the permissions. To assign permissions to a special group or
user, add it and check the desired boxes.

Click "Edit Limits" button within the " Launch and activation Permissions " Hit Add enter the object name (8 users
account are below.) hit OK check the desired allow or deny boxes click OK.

Hit Add enter the users accounts and/or groups wanted. ("Administrators"”, "ANONYMOUS LOGON", "SYSTEM",
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"INTERACTIVE", "NETWORK", "Everyone", "Performance Log Users" and "Distributed COM Users")
Repeat the operations until completed.

¥, Component Servces e -— =™
. He  Acien  View h N
1 My Compuaer Preperties, V| B g
| 2R — ‘ t
= g Gererd Prepenes I 1
= Comole Roct = ? R TTopenes. — L
o  Comporumt Sevices _ Defmd Potoooe _MSOTC Launch ang Activaton Permszon [ ——_ | .
4 ] Computen Accazs Ferrmzone = Lrds - 9 :'
a & My Computar You mury et vhe @ dlownd el accass Io sppiceors. You may c 1
| COMe Appl o ast irae o soh thet the cwn . Sroup o user marses
3 com cord Ot My rommpmnio oo e iy e L
2 Running Ped A8, o soohcatons 1 stant connec:, funcion andor ‘%3'(375“ ) M
1 Detributed securely {| | SLNETWORX b
Bl fvert Viewe (Local) B Adewrastratons JUNDZ1TEA st 4
4 Services tLocal) [ B | Esk Defot ‘ W Pedorrance Log Uses (UNO2178A\ Peformance (2q Use ™ N
. " ’
. aft, , o
Yo sy et whe i chowed by delack o lsunch appRcations of : =s
achvate clymcts Vi reiy sies et lents on apckestions that Parragons for Everyons :: Dery
Swtarrie thee oan permssors. I 5
Locy Launch W
Caton: Nedfyng leunc snd actviton pesrsscns can Remate Launch v
Cl,‘ ::unnmdmuawwhm Locy Actrvation v
/O BN secunsy Tlaeote Actroston v
Loam abous acsews cominy g peTrmwsTg
Lsar more 200Ut 20y e I00etey
. m — —
= [ ook || coxs " %j
! = 2 == ,

below.) hit OK check the desired allow or deny boxes click OK.

Click "Edit Default" button within the "Access Permissions" Hit Add enter the object name (6 users account are

Hit Add enter the users accounts and/or groups wanted. ("Administrators", "ANONYMOUS LOGON", "SYSTEM",
"INTERACTIVE", "NETWORK" and "Everyone")

Repeat the operations until completed.

L3 Companent Sesatet

Mo Bre  Acton View  Window  Mep

3 XD 0 CIR=E2ReD
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4 %, Component Services
3 Congeters
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& Secoce) (loced)
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L S| O g2 Pt

m——— e
Access Pemistions

You Py o3¢ who 5 Somsd et sl 300294 10 2pphcatin. You My
a0 20 s On apbatont hal deternre B D DevIE Nord

Cautiore Hodiywng 3ccodi pernkienns Can sfect he by
‘_k of 2pphcliont b2 dan. coneedt, funchon and/of un
scirely

TS Esiona |

Launch and Activason Fernanore

Vo iy ot whio & alowad by delaud 10 lrch appdostors o
acireahi cboncts Vou g sa st lewts on agyicdirs tha
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ncdicn run secumely
Kt Eoheoa. |
Lean vore dbed gt e st
oo || cae | s |

Mees Action:

Delud Secuity i
Group of uoet names:
R5VSTEM 3
B NETWORY, s
B, 2 MWEENGNA
B INTERACTNVE L |
. m ’

Petaiains lo Eveyors
LocalLawrch
Aencte Lawch
Locsl &chetton
Remote Achaton

Lasn stand scamsa montad and OsTmsans

Press OK at end to save settings.

B Pin Definition (in case of serial connection):

B Reference:
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