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Abstract How to enable AMT function and remote reboot into BIOS?
Keyword Intel AMT, Intel core i5 and i7 CPU

Related . . .

Product ASG products equips core i5 or i7 CPU. Later than Haswell platforms.
B Problem Description:

Users can enable AMT function and remote access to target PCs for debugging purpose.
*** For UNO-2483G/2484G, only works above BIOS version V115 up.
For other models, settings may be different, you can refer to Intel’s website for more info.***

B Solution - Step by Step:

Step1

In BIOS, go to Advanced - AMT Configuration, make sure both options in red are enabled

as shown in Fig.1.

Aptio Setup Utility - Copuright (C) 2012 American

[Enabled]

[Disabled]
ASF [Enabled]
Act ivate Remote Assistance Process [Disabled]
USB Configure [Enabled]
PET Progress [Enabled]
AMT CIRA Timeout 0
HWatchDog [Disabled]
0SS Timer 0
BIODS Timer (8]

Figure 1. Advanced options in BIOS
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Step2

Go to “Save & Exit” and then select “Save Changes and Reset” as shown in Fig.2 .

Aptio Setup Utility - Copyr

(C) 201;

= T RO

Scard Changes and Reset

Save Options
Save Changes
Discard Changes

Restore Defaults
Save as User Defaults
Restore User Defaults

Boot Override

Figure 2. Indication of Save&EXxit

The system will reboot and when you see the screen as shown in Fig.3, press “Ctrl + P” to
enter to MEBX setup menu.

American
— = Megatrends

vVersion 2.15.1236. Copuright

Press <CTRL + P> to Enter MEBX setun menu
Press <DEL> or <ESC> to enter setup.
akoik UNO-2483G-474AE BIOS V1.15 (''04/15/2015") sokkok

(C) 2012 Aamerican Megatrends, Inc.

BIOS Date: 04/15/201S 11:16:09 Ver: 4.6.5.4
CPU: Intel(R) Core(TM) i7-4650U CPU @ 1.70GHz Speed: 2900MHZ

USB Devices total: 1 KBDs, 1 MICE, O MASS, 2 HUBs

Figure 3. Press “Ctrl+P” to enter MEBX setup menu

Press “1” to enter “ME configuration screens” as shown in Fig.4.

Press 1 to enter ME configuration screens
Press 2 to initiate a remote connection

Figure 4. entering “ME configuration screens”
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Step3

To login MEBx as shown in Fig.5, you need to enter the default password “admin”, and
reset you own password.

Here, using “123$%”qweRTY” to meet their password policy. (type in exactly the same )

Mane

S Extensi MERVIROS
pries T S
3 Intel Corpo 11 s Reserved

P Intel(R) ME General Settings
P Intel(R) AMT Configuration
MEBx Exit

Figure 5. Main menu of ME configuration

Step4
Verify Intel(R) ME General Settings,

guratlion

MEFRv Fouitr

Figure 6. Intel(R) ME General Settings

Verify password change as Fig.7 shows.

| Local FH UEdate <Enab1§dg|

Figure 7. Verify password change

Step5
Select Intel(R) AMT Configuration as shown in Fig.8,

Figure8. Intel(R) AMT Configuration
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You should see the menu as Fig.9, entering the “SOL/IDER/KVM” selection.

. -1;;I‘,7J‘:“)‘n‘rw-., ‘;wr_l :77”:";‘.3!#'.. ! . E 3 5 e
Manageability Feature Selection ‘ “
| SOL/ IDER/KVH)

b User Consent

Password Policy

b Network Setup

Activate Network Access

Unconf igure Network Access

> Remote Setup And Configuration
> Power Control

<ANnYt ime>

<Full Unprovision>

Figure9. Intel(R) AMT Configuration

Step6
Enable SOL/IDER/KVM settings as below.

SOL/IDER/KVM

Username and Password

?gER <Enab led>
<Enab
KVM Feature Selection fang

<Enabled>
Legacy Redirection Mode <Enabled

Figurel0. SOL/IDER/KVM settings

Step7

Verify “User Consent” as shown in Fig.11.

Intel Corporation
USER CONSENT

User Opt-in

Opt-in Configurable from Remote IT <Enabled

Figurell. User Consent settings
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Step8
Verify “Network Setup”—>"Intel ME Network Name Settings” as shown in Fig.12.

INTEL(R) ME

Giving a host name

Host Name

Domain Name

Shared/Dedicated FQDN zShar'ed>
Dynamic DNS Update <Disabled>

Figurel2. Intel(R) ME Network Name Settings

“TCP/IP Settings” = “Wired LAN IPV4 Configuration” as below.

WIRED LAN IPV4 CONFIGURATION

Needs to correspondto [ F
the computer youare | |192.168.1.117

using to access UNO 255.255.255.0
19201685011
0.0.0.0

0.0.0.0

Subnet Mask Address
Default Gateway Address
Preferred DNS Address
Alternate DNS Address

Figurel3. Intel(R) ME Network Name Settings

Step9
Select “Activate Network Access” to activate your setting as shown in Fig.14.

INTEL(R) AMT CONFIGURATION

Manageability Feature Selection <Enabled>
> SOL/IDER/KVM
> User Consent
Password Policy <Anyt ime>

Actlvate Network AcCcess

Unconf igure Network Access <Full Unprovision>
> Remote Setup And Conf iguration
> Power Control

Figurel4. Activate Network Access
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Step10
Exit, the UNO will reboot.

’

5 Intel(R) ME General Settings
5 Intel(R) AMT Configuration

jou want

Figurel5. MEBx exiting

Step11
Your computer should be able to ping UNO-2483G-474AE with AMT function enabled as
shown in Fig.16.

DHE Suffix

- . . ¢ FeBB::1d73:8d6d:3daB hedBx19
e e e e e e e e . o. 2 192.168.1.100

Subnet Mask . . . . . . . . . . . ¢ 255.255.255.8

Default Gateway : 192.168.1.1

n-specific R The port on my computer which
IPvb Add . = feBE

Pinging 192 .168
Reply

Able to ping

Figurel6. Success to ping UNO-2483G with AMT

Step12
Verify the correct set up with 3rd party software as shown below.

http: //www.meshcommander.com/open-manageability.

Downloads

I@ MSI Installer, BSD 2.0 License

Figurel7. Downloading the commander software

Once installed, run the utility.
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Step13
The first window you will see as shown in Fig.18, press the button to add “ Known

Computer”.

File Edit  View Hep
-8 192.168.1.117 / admin Network Dlscovery

- Mesh Discovery

In this window, you can perform a scan to find Intel AMT
computers on a specified range on IP addresses. The results will
appear in the Discovered Computers field. You can add an Intel
AMT Computer to the known computers list on the left, but
selecting a discovered computer and selecting the Add
computer... button or by selecting Add Known Computer... if 3
computers |P address is already known.

Inted AMT Discovery
Start IP address  192.168.1.1 - Ao
End IP address  152.168.1.254 L Corwl.ler
Discoverad Computers

Add Known Computer

Figurel8. Main screen of Managebility Commander Tool

Set IP of UNO and the password you set in step3 and click “ok”.

A/ Add Intel AMT Computer IS (el o . S
Intel AMT computer hostname or IP address P
I 192.168.1.11 I ‘A\
Authentication
Usemame admin
Password sessssessces [¥] Hid

[V] Remember Password

Transport Layer Securtty (TLS) is automatically detected and used when
available.

[ ok ][ concel

Figurel9. IP setting to access to UNO

Step14
You should see a computer created on the left and click Connect.

_J Network
sl Connect & Control
In this window, you can connect to an Intel AMT computer,

Once connected, you can control the computer remotely,
remotely tum on or off the Intel AMT computer you are
connected to, control network policies and fikers, boot the
computer to a remote drive, view the hardware asset inventory.
and read the computer’s event log. '

Connection [Remote Control l Management Engine [ Security l Networking
Intel AMT Connection

IP / Hostname 192.168.1.117
Usemame admin Connect
Password sesesssssces [ Remember

Figure20. UNO connected window
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Step15

Once connected, click” Take Control”, a window will pop up as below.

File Edit View Help
=) Network

4598 192.168.1.117 / admin Connect & Control

Mesh Discovery

In this window. you can connect to an intel AMT computer.
Once connected. you can control the computer remotely,
remotely tum on or off the Intel AMT computer you are
connected to, control network policies and fiters, boot the
computer to 3 remote drive, view the hardware asset inventory,
and read the computer’s event log

Connection IMI Management Engne [ Security | Networking |

Remote Control
A/ Manageability Terminal - 192.168.1.117 - == l-
o — (o] Take Control
Terminal Edit Remote Command  Disk Redirect  Serial Agent  Help @

Serial-over-LAN - Connected =

Figure21. Taking control on UNO

Step16
Connect SOL, and select “Remote Reboot to BIOS Setup” as shown in Fig.22.

A Manageability Terminal - 192.168.1.117

Terminal | Edit Remote Command Disk Redirect Serial Agent Help

onnect SOL
Disconnect SOL

;A, Manageability Terminal - 162.168.1.117 -

Terminal Edit Remote Command  Disk Redirect  Serial Agen
Serial-over-LAN - ¢ Normal Reboot

Power Up
Power Down

Remote Reboot

[Remote Reboot to BIOS setup |
Figure22. Remote Reboot to BIOS Setup

UNO will now reboot and boot into BIOS set up page as shown in Fig.23 .
;A/ Manageability Terminal - 192.168.1.117 — «i‘_E‘_]é<

Terminal  Edit Remote Command  Disk Redirect  Serial Agent  Help

Serial-over-LAN - Connected Full power (50)
Aptio Setup Utility - Copyright 2012 American Megatrends,

Boot Security xit

BICS Information Set the Date. Use Tab
BICS Vendor American Megatrends to switch between Date
Core Version 4.6.5.4 0.32 x64 elements.

Campliancy UEFI 2.3.1; PI 1.2

Project Version UNC 2483X116

Build Date and Time 04/15/2015 11:16:09

Memory Information

Memory Frequency 1600 Mhz
Total Memory 8152 MB (DDR3)
><: Select Screen
[Wed < /20/2017] t4: Select Item
System Time [18:08:471 Enter: Select
+/-: Change Cpt.
Zccess Level Administrator Fl: General Help

E2: Previous Values
F3: Cptimized Defaults
F4: Save & Exit

ESC: Exit

) 2012 American Megatrends, Inc.

Figure23. Remote Reboot to BIOS Setup
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You should able to control UNO-2483G/2484G by server as shown in Fig.24.

Figure24. UNO-2483G/24844G is being Control by server with AMT
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