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B Problem Description & Architecture:

B Brief Solution - Step by Step:




1.

Install Ignition in your OS.

The install step can refer as below:

Windows :
https://docs.inductiveautomation.com/display/DOC79/Windows+-+Install
Ubuntu :
https://docs.inductiveautomation.com/display/DOC79/Linux+-+Install

Open the Ignition with website : http://localhost:8088/
The trial license will re-activate every 2 hours. So we need to press “Activate

Ignition ” every 2 hours.
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6.

Connect to Siemens $7-1200 PLCs over Ethernet.

Siemens 57-1500

Connect to Siemens S7-1500 PLCs over Ethernet.

Siemens S7-300

Connect to Siemens ST-300 PLCs over Ethernet.

Siemens 57-400

Connect to Siemens 57-400 PLCs over Ethernet.

-

*  TCP Driver

UDP Driver

Fill the information and create new device.
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7. Now we can find we create a new device successful.
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8. Find the OPC CLIENT =»OPC Connections and “Create New Device”
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9. Choose “OPC UA” and press “Next”
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10. Fill the OPCUA server Endpoint URL and press “Next”
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11. Choose “ADAM-6350" and press “Next”
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12. ADAM-6350 provides 2 different security policies. In this document we choose

user/password to demo.
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13. Press “Finish”

/

Ignition.
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14. Fill the username with “admin” and password with “00000000”. Then press

“Create New OPC Connection”
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Description
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If selected, the connection to this OPC server will be read-only; all calls

Read Only to write will fail.

T T
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Re-type password for verification.

Show advanced properties

Create New OPC Connection

15. We will find the status is “Faulted”
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<+  Advantech Test... 1€ Apr 6, 2028

Help @
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Client Server
Client Security
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cted client certificates to display.

17. This is the flow to certificate in ADAM-6350



Currently, manage certificate through RESTful.

Trust certificate of client
by OPC UA client

Certificate into Rejected
folder

Get name of DER
through RESTful

Trust the specified DER
Through RESTful

Reboot manually

*+ Get name of DER
http://10.0.0.1/?DIR(//pki/DefaultApplicationGroup/rejected/certs/)

i A - 4
@ 10.00.1/7DIR(/pki/DefaultAp: X @ 10.001/7TRUSTED(//pki/Defar X w+—

&~ C {0t  ©® F== | 10.0.0.1/2DIR(/pki/DefaultApplicationGroup/rejected/certs/)

E3CS0FOS2930AEDS5FBSESCFBOIBEEEQACACEF7A3  der

*  Trust the specified DER
http://10.0.0.1/?TRUSTED(//pki/DefaultApplicationGroup/rejected/certs/E3C50
F092939AED5FBS8ESCFBO9BEEEOACAC6KF7A3.der)

@ 1000170R pki/Defaulthe: X @ 10001 TRUSTED( joki/Defs X T+?

< 2 v @ 7w 1000.L7TRUSTED Y/ pki/DefaultApplicationGroup/rejected/certs/E3CS0R0S 293 9AEDS FBBE SCFBOSBEEENACACEFTAZ. der)

After trust the DER, don’t forget to power off ADAM-6350 and power up again.
18. Come back to OPC CLIENT =»OPC Connections and we can find the status is

“Connected”


http://10.0.0.1/?DIR(//pki/DefaultApplicationGroup/rejected/certs/)
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19.

20.

21.

22.

Ignition Help @ Get Designer
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= Create new OPC Connection...

Mote: For details about a connection's status, see the OPC Connection Status page.
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Click “Get Design”
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‘ # Home > Designer Launcher Download

Home ' Trial Expired 0:08:80

Status

{ Download the Designer Launcher

Config
We've detected you're on Windows. Download the Designer Launcher for Windows and follow these steps below to
install.

& Download for Windows

What do you want o do with 1. Run the Windows Designer Installer

DesignerLauncherSetup.exe [45.9 MER *

Follow the steps to install “Designer Launcher”

Click Run or Save to initialize the download.

The installation icon will show on the desktop

.

i
gnitien-Wl...

Double click the icon to start and fill the username and password
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Dage ShER AR AN
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Inductive Automation All rights reserved

23. We can create a new project.

") Open/Create Project — ] ¥

Igniiion‘c( designer

A Import Project

MName Title Inheritable Inheritance Hierarchy Actions

DylanTest DylanTest OPEN
OPC_Test OPEN

24. Fill the “Project Name” to create a new project



__ Open/Create Project

Igniiion‘f.{ designer

& Back New Project Setup

Project Name

TestDemo °

Project Title

User Source
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Parent Project
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25. We can create “New main windows”

2 TestDemo - Ignition-WINDOWS-PII3000 - Ignition Designer

Fle Edit View Project Component Alignment Shape Tools  Help

Tl CARTHPTI I R % - E - d
Project Browser (-

. = Getting Started
Project Properties .8

&) Alarm Notification Pipelines
% Sequential Function Charts
+ B scripting
b Perspective
Qg Transaction Groups

» © Vision
B Named Queries
[ Reports ~ o New Main Window o New Popup Window o New Docked Window
Tag Browser & x
e
Value DataType Traits

» i All Providers

26. We also can check the OPCUA server we connect before
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27. Finally we can drag the tag to main windows



28.
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Besides the default value we can also import the DI, DO tags.
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