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Product

B Problem Description:

This document explains how to time synchronize for WISE-2410 and WISE-4610, or restart the
nodes. A user can send the commands from WISE-6610 user interface or by using MQTT
commands. If a user is using the MQTT topic to send commands, there is no limit for which
brand of LoRaWAN gateway is used.
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Figure 1. Topology of this scenario. (A) Is for method 1. (B) Is for method 2.
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B Brief Solution - Step by Step:

System requirements:

1. WISE-2410 firmware: A1.02 BO5 or newer version.
2. WISE-4610 firmware: A1.12 BOO or newer version.
3. WISE-6610 LoRa user module: v1.1.4 or newer version. (for method 1)

Method 1.

Utilize Application Server Ul in WISE-6610 to work on time sync WISE-2410/4610.

Step 1.

Enable “time sync” function on WISE-6610 application server.

Router
LoRaWAN Radio

LoRaWAN Gateway Settings

Advantech Application Server Setting

Application Server Enable

V| Enable the Local Application Server.

Application Server Connect MQTT Address

| Application Server remote MQTT broker address.

Network Server [On

MOTT

Application Server |12?.D.D.1

» Settings

- Status Application Server Connect MQTT Port

» Modbus Mapping Table |1883

| Application Server remote MQTT broker TCP port number (1 - 6553

+ Payload Engine_ MQTT Username

Licenses |

| The user name for the remote MQTT broker.

Return to Router

MQTT Password

| The password for the remote MQTT broker.

Uplink Topic

[uplinki#

| Subscribe topic from MQTT broker.

Downlink Topic

|down|in|-<.-'

| publish topic to MQTT broker.

MQTT Publish Retain

[ Off

~| Enable the MQTT Publish Retain.

MQTT Publish Qos

[0

| Application Server internal Publish QoS (0 - 2 ).

Modbus TCP Server

[On

~| Enable the Modbus TCP Server.

Modbus TCP Server Port

[502

| The modbus TCP server port number { 1 - 65535 ).

Modbus Timeout

[2

| The modbus TCP Timeout number { 2 - 30 ).

Time Sync

[On

v| Eanble time sync for WISE-4610 and WISE-2410 series

Step 2.

The RTC synchronize command will be sent from WISE-6610 to WISE-

2410/4610 automatically if the time difference is greater than 10 seconds.

Result:
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Serial Number
Profile

System ]II
Wl S E W@@l@li (2017-86-12)
: LKA4527188
: Standard
Supply Voltage 248V
- _4a or

ature
Time

: 282@8-85-27 11:22:93'

Uptime

» Licenses «

v 13 days, 23 hours, 54 minutes

Davlinht Saving Time

WISE;24;

e e P el W
Local Time

s’

Current Time

2019-03-14T12:00:54+08:00

Before

Serial Number
Profile
Supply Voltage

Temperatuce

Systam Ipformation

Fim@%@av-ee—m
: LKA4527188
+ Standard

. 4o °r

4.1V

Time

: 20208-85-27 11:58 :06'

Uptime

» Licenses «

+ 14 days, @ hours, 22 minutes

W | S Ezgﬂ'n @ ylight Saving Time

Local Time

Current Time

!

| 2020-05-27T11:50:06+08:00

Method 2.
How does a user send a downlink command to the node without using WISE-6610 UI?

After

The way is defined by the gateway.
* Example: WISE-6610 can send command from SCADA through MQTT.
If utilize MQTT, the topic is defined by the gateway.
» Example: WISE-6610 define receive topic in “Network Server”

Server Admin
& Infrastructure
& Devices
lu Backends
2§ Handlers
® Received Frames

%, Transmission Frames

Edit connector #WISEG610_Broker

~ General Authentication

Connector Name *

Application

Format *

URI*

Publish Uplinks

Publish Events

Subscribe

WISEB610_Broker

WISES610_Handler

JSON

mqtt:/1127.0.0.1:1883

uplink/{devaddr}

downlink#

Received Topic

downlink/{devaddr}

Enabled *

Failed

|

Filter values

If utilize MQTT, the payload can be found in “transmission frames” page.
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Format: {"data":" 80001D611B023230323...","port":1}

=>» Port number is “1” according to the setting in node.

Application Information

Application Session Key 00000000000000000000000000000011

Application Port 1

Message ACK ™

Frequency (KHz) 868100 Frequency Range

CRC: 1 octet

An 8-bit CRC-8-CCITT value calculated from WISE Payload data. It's a standard
CRC-8, with polynomial x8+x?>+x+1 and initial value OxFF.

Suggested website: http://www.sunshine2k.de/coding/javascript/crc/crc_js.html

Examples:

When trying to downlink MQTT command to Node with Device Address as
“FF5A5B1C”

#¢ Configuration

Information RF Module Time & Date Scheduling Control General F

RF Module
Operation Region W
ISM Band ASG23IMHz
RF Operation Mode LoRaWaN
Activation Mode ABF

Adaptive Data Rate [

Device Address FF5ARBIC

To set the RTC time to 2019-12-26T10:55:30+08:00

[0x80, seq, 0x1D,]0x61, 0x1B, 0x02, 27, ‘0°, ‘17, “9’, *-*, “1’, 27, *-*, “2°, °6°, “T’,
‘1°,°0°, <, 50, 57, ¢, 437,40, 4, <07, 87, <2, <07, ‘07, 0x00, [CRC]

To set the RTC time to 2020-06-23T10:16:07+08:00
[HEX]:80001D611B02323032302D30362D32335431303A31363A30372B30383A3
0300066
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ASCII to Hex

...and other free text conversion tools

Text (ASCII / ANSI) Hexadecimal

2020-06-23T10:16:07+08:00 323032302d30362d32335431303a31363a
30372b30383a3030

— CRC width
Bit length: ®@ crc-8 O cRc-16 O CRC-32 O CRC-64

— CRC parametrization

O Predefined CRCS v @ custom

— CRC detailed parameters
Input reflacted: [ Result reflected: [J

Polynomial: | 0x7 |

Initial Value: |Dx|’f |

Final Xor Walue: |0x0 |

— CRC Input Data
O String @ Bytes @] Binary string

611B02323032302D320362D32335431203A31363A30372B20383A20320
00
i )

Show reflected Iooku@é@p:éy@mygﬁ

-Header/isiexcluded.

Calculate CRC!

Result CRC value: 0x66

So, to send a downlink command with the example listed above, you will need to
Publich to:

Topic to downlink/FF5A5B1C

Payload type as JSON

Payload as
{"data":"80001D611B02323032302D30362D32335431303A31363A30372B30383A
30300066","port":1}
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Topic to publish

downlink/FF3ASB1C

Qos

0 - Almost Once hd

Retain [

Payload Type

Strings / JSOM / XML/ Characters w

e.g: Mhello™"world?

Payload

"data™"s00010611B02323032302D30362032335431303A31363A3
D272B30382A30300066" " port":1}

* And you will find a new item in Transmission Frames page, which tells that this
MQTT downlink is successfully received by WISE-6610 and is in the queue that is
ready to downlink to the LoRa node you specified.

Transmission Frames

O DevAddr # Creation Time Txdata Port Txdata Data

(0 FF2ASB1C 2022-07-21 10:02:39 1 80001D611B02323032302D30362D32335431303A31363A30372830383A30300066
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e To restart the LoRa node.
[0x80, seq, 0x06,]0x61, 0x04, 0x03, ‘R’, ‘S’, ‘T’ , [CRC]
[HEX]: 80000661040352535414

ASCII to Hex

...and other free text conversion tools

Text (ASCII / ANSI) Hexadecimal

RST ‘

525354

— CRC width
Bit length: ® crc-8 O crc-16 O crc-32 O CRC-64

— CRC parametrization

O predefined CRCE v @ custom

— CRC detailed parameter:
Input reflected: [ Result reflected: [

Polynomial: | 0x7 |

Initial Value: |le’f |

Final Xor Value: |0x0 |

— CRC Input Data
O String ® Bytes O Binary string

610403525354 Data payload only

Header |s excluded

Show reflected ot

Calculate CRC!

Result CRC value: 0x14

* So, to send a downlink command with the example listed above, you will need to
Publich to:
Topic to downlink/FF5A5B1C
Payload type as JSON
Payload as {"data":" 80000661040352535414","port":1}
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Topic to publish

downlink/FF2ASB1C

Qos

0 - Almost Once w

Retain [

Payload Type

Strings / JSON / XML/ Characters w

€.g. ynello-world'}

Payload

{"data™"80000651040352535414" "port™ 1}

* And you will find a new item in Transmission Frames page, which tells that this
MQTT downlink is successfully received by WISE-6610 and is in the queue that is
ready to downlink to the LoRa node you specified.

Transmission Frames

] DevAddr Creation Time Txdata Port Txdata Data

(] FFBASB1C 2022-07-21 10:08:32 1 80000661040352535414
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