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B Problem Description:

This document shows how to connect with WISE-PaaS and upload data successfully.
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Figure 1. Topology of updating data to WISE-Paas.

B Answer:
Requirement:

v' WISE-4000 Wi-Fi Series with FW A2.01 BXX
v WISE-PaaS 4.0 Account

Part I, Configuration on WISE-PaaS 4.0

Stepl. Log in WISE-PaaS 4.0 Webpage and click Console > Service Portal
Then find out the Instance Name which is rabbitmq and click Action->Secret Management

— https://portal-catalog-ensaas.sa.wise-paas.com/login

WISE-PaaS/ EnSaaS4.0 Service Portal 11w WISE-F ; L

Figure 2. WISE-PaaS Service Portal Page.
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Step2. In Secret Management Page, select Service Keys, click “+” to create a new service
key.

EmsEﬂ;S]E“Saasq.,o Service Portal subscription Mame 1-1VWJ39v WISE-PaaS-Internal-AGO2 = e @

I I = < Back to service instance list

Secret Management
Manage the secrets for connect to service

Secrets

Service Keys

Status Service Key Name Description Creation Time < Action

[ Enabled | 1fb67102a09b0603b7

2020/10/13 14:08:03

[ Ensbied | 2e0fdbeBad3d227bcd01063151bbd402 Demc 2020/10/8 14:55:12
datahub_node_9e63b57(-c7ad-4c74-84d2-
df246b3edae? 116235606679 1634a2p penn e SRR e e 2020/9/22 10:02:25

4ab1a8133186

Figure 3. Create new service key.

Step3. Select the Role to Management, leave blank on Topic Path and click OK.

R PLC Programming... @ From Text Tc
Create Service Key

Description
Parameters

Vv Advanced

Role
Management

Topic Read Path

Topic Write Path

Cancel “

Figure 4. Configure new service key parameter.

Step4. Find the Service Key you just create, click action to view.

Status Service Key Name Description Creation Time + Action
1fb67102a09b0603b7b6b43564d0e504 2020/10/13 14:08:03 m
2e0f4be6a29d227bcd01063151bbd402 Demo 2020/10/8 14:55:12 Edit
Disable
datahub_node_9e63b57f-c7a9-4c74-84d2-
df2465369262316235606679b1634a2p PR e 2020/9/22 10:02:25 Delete
ab’la

Figure 5. View new service key parameter.

Step5. First, copy the externalHosts for WISE-4000 MQTT Host Name setting. Second, scroll
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down to find the corresponding protocol that used to upload the data to WISE-PaaS. Currently,

there are three protocols that WISE-4000 supports to upload the data to WISE-PaaS including

MQTT(TCP without TLS), MQTT+SSL(TCP with TLS) and WS(WebSocket without

TLS). Copy username, password and port number for WISE-4000 MQTT connection

parameters setting.

View
Credentials Parameters
VIosu i UUYSdB1e-DLY 1 - 118d-0D1UEe-UL0UTDUB4840
}
¥ "mgtt” i {
"host" : "rabbitmq-001.sa.wise-paas.com”
¥ "hosts" : [
: "rabbitmg-ee1.sa.wise-paas.com”
]
"password” : "qFj4LUIwGZUjs9ACe7Gs"
"port" : 1883
"ssl” :
"uri” @

"mqtt://e099a81e-6291-11ea-blde-

Figure 6. Service key parameter.

Part 11, Configuration on WISE-4000

Step1. Install WISE Studio and enter the configuration page of WISE module.

Step2. Select iSensing MQTT service in Cloud tab.

Information Wireless Network App Time & Date Time Sync Modbus Contro EF
Firmware Account

Cloud Configuration e

Select Service iSensing MQTT

Current Status

Connection Status Connected

Error Code None

Figure 7. WISE-4000 Select Cloud Service Page.

Step3. Paste the information into setting.
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v' MQTT Host Name: externalHosts
v' Port Number: The port number of the selected protocol.

v' SSL secure and WebSocket: The protocol which used to upload the data.

Protocol SSL WebSocket
MQTT(TCP without TLS) Disable Disable
MQTT+SSL(TCP with TLS) Enable Disable
WS(WebSocket without TLS) Disable Enable
WS+SSL(WebSocket with TLS) Enable Enable
Not support on WISE-PaaS

Table.1 SSL Secure and WebSocket Setting on WISE-4000.

v' Username and Password: The username and password of the selected protocol.

View

Credential F R

(& Setting
"async”
"binding_name” : " MQTT Host Port 80
¥ "credentials” : { Name Number

"dashboard_url" :

#/1ogin/eKyNe@dpsays/ KZRekMroa 4 SSL secure @ Disable O Enable

WebSocket =rUisable @ Enable WebSocket maqtt
Path
User Name Password
Heartbeat 0
Frequency:
. (sec)
[”DB‘-*‘-'-N‘G“ lie *—! Publish 0 Subscribe 0
ort Qo$ QoS
1" _ . _
Publish Disable @ Enable Will Retain Disable @ Enable
i

Retain

Figure 8. WISE-4000 Cloud Setting Configuration Page.
Step4. Remember to submit to save the setting.
StepS. Configure the uploading period and decide which I/O information of channel to

upload.
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Data Logger

Log Conditions

¥i By Period 100 0.1 sec

@ By Communication WOT Log
10 Trigger Log Conditions.

General

Clear Log when Power Up

Circular Log when Memory Full

Log Data

Channel Log Enabled Change of State

Figure 9. WISE-4000 Data Logger Configuration Page.

Step6. Remember to enable the push notification and upload the data.

Push Notification (JSON format)

IO Log

System Log

# FPush MAC Address

# Push Timestamp

Timestamp Format Local

Figure 10. WISE-4000 Push Notification Configuration Page.

Part III. Data Display on Datahub.

Stepl. In the main page of WISE-PaaS, select Router Management =» Ingress
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EWISE-PaaSIEnSaan_O Management Portal  subscription Name:  1-1vwssv WISE-PaaS-Internal-AG02 = e @

Console  SA EN

- ed to version 4.0.11. To make it easier for users to better manage, ¢ rovide a three-tiered view of Worklc
Global

gure, and use their apps,

and container based Close

eir apps more granularly. For more new features, please refer t

Workspace Information

2 5 5 21 2 0.01 core 430.14 Mi

manegement

Namespaces Pod Service Secret ConfigMap CPU Memory

Figure 11. WISE-PaaS$ 4.0 Management Portal.

Step2. Click the External Domain of Datahub.

EWISE.PaaSIEnSaasq.,D Management Portal  subscription Name 1-1WWJ99v WISE-PaaS-Internal-AG02 = 9 ?j &

!: =  Home > Global

adviiotse Ingress
Ingress exposes HTTP and HTTPS routes from outside the cluster to services within the cluster.

Cluster Workspace Namespace

Ingress Overview

ews001 adv-iiot-se adviiotse

Name Internal Domain External Domain Path SVC Port Created At Operation

dashboard-adviiotse dashboard.adviiotse.ews001.en.internal dashboard-adviiotse-ews001.s as.com / dashboard-adviiotse a0

datahub-adviiotse portal tahub-adviiotse-ews001.sawise / datahub-adviiotse ttp
datahub.adviiotse.ews001.en.internal

saas-composer-adviiotse  saas- adviiotse-ews001 sawise / saas-composer 80
composer.adviiots 001.en.internal paa adviiotse

Figure 12. Ingress Overview on WISE-PaaS Management Portal.
Step3. WISE-4000 support plug & play function. Device and channel tags will be built

automatically

#  Advaniech | Advaniech | DODOCYFSCOE2

& Alam Tag List

& Account

& System Setting

Tag Name - Tag Type - Description - Update Time Detail Delete

dit Analog 0 # 2020-10-13 14:42:00 i}

@ WISE-PaaS Dashboard .
diz Analog 0 rd 2020-10-13 14:42:00 m

A Notfication Servic di3 Analog 0 rd 2020-10-13 14:42:00 i}
& User Guide did Analog ] rd 2020-10-13 14:42:00 ]
e — dis Analog 0 & 2020-10-13 14:42:00 ii]
dis Analog 0 rd 2020-10-13 14:42:00 [i]

di7 Analog 0 rd 2020-10-13 14:42:00 i]

dig Analog [} s 2020-10-13 14:42:00 L}

p1v01r0001x00 Analog 143 & 2020-10-13 14:42:00 i

pIvD1r0002x01 Analog 1] # 2020-10-13 14:42:00 ﬁ

Figure 13. WISE-4000 Support Plug & Play function.
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Part IV, Troubleshooting Method

Stepl. If the data is not shown on portal scada, you could subscribe the rabbitmq broker by

3" party MQTT client application, e.g., MQTTBox. The setting is the same as the WISE-4000

MQTT setting.

MQTTBox Edit Help

= Menu 4+ MQTTCLIENT SETTINGS

MQTT Client Name MQTT Client Id
AETEST 4474859c-0174-4fe2-89b9-c: o
Protocol Host
maqtt / tcp v itasia.cloudapp.azure.com:1883/tcp|
Username Password
5d9ch2f2-28d5-4b78-b4Tb-dab3eh = | sesssessscssensscnssnnees
Reconnect Period (milliseconds) Connect Timeout (milliseconds)
1000 30000
Will - Topic Will - QoS
0 - Almost Once v

Append timesta
id?

¥ Yes
Clean Session?
¥ Yes
Reschedule Pin;

« Yes

KeepAlive (sece

10

Will - Retain

No

Delete

Figure 14. Configuration Page of 3" Party MOTT Client Application.

Step2. Subscribe the topic # which means that it will receive all of information from the broker.

If the data is not shown, there may be some problems on rabbitmq.
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] MQTTBox
MQTTBox Edit Help

= Menu - @® Add publisher

AETEST - mqtt://wise-msghub.eastasia.cloudapp.azure.com:1883/tcp

Topic to publish

Topic t

QoS

0 - Aimost Once

Retain [
Payload Type

Strings / JSON / XML / Characters

e.g: {'hello"'world’}

Payload

x
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9 Add subscriber &

{"s™9"t""2019-05-06T14:44:582" "q" 19
2,"c":3,"di1" true,"di2" false,"di3" false,"di
4" false,"di5" false,"di6" false "di7" fals
e,"di8"false}

qos - 0, retain : false, emd : publish, dup : fal
se, topic : Advantech/00DOCSFACFD1/data,
messageld : . length - 172, Raw payload - 1
2334115345857443411634583450484957454853
458495750443499345851443410010549345
811611411710144341001055034581029710
811510144341001055134581029710811510
144341001055234581029710811510144341
001055334581029710811510144341001055
434581029710811510144341001055534581
029710811510144341001055634581029710
8115101125

Figure 15. Subscribe the Broker from a 3" Party MOTT Client Application.
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