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1. About This Manual

Thank you for choosing Advantech.
AdvLinuxTU v3.0 is based on Ubuntu Desktop 20.04.3, its kernel is 5.11.0.
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2. AdvLIinuxTU Overview

AdvLinuxTU is an embedded Linux system designed for Advantech embedded
devices, and it is especially optimized for TPC/UNO/PPC series.

2.1.Hardware Support List

AdvLinuxTU can be installed on all Advantech devices theoretically.

2.2.Main Features

AdvLinuxTU has many important features coming for industrial customers. Here we
list some of them and give a brief introduction. We will explain them in detail in later
sections.

>

Provide Embedded QT runtime environment
The user can run embedded QT application.

USB installation support
The user can burn the AdvLinuxTU ISO to a USB disk, and then the user can
install AdvLinuxTU to Advantech device from the USB disk.

Hardware auto detection

When installing AdvLinuxTU, the installation will detect the hardware
automatically and install all drivers it needs. Therefore, once the installation is
completed, no more drivers will be needed unless the user adds some other
devices such as Advantech data collecting card to the embedded device.

OEM Installation
User can install OEM mode and ship to customers, they can create them language,
keyboard and account of Ubuntu.

Online Installation and Update
You can use apt-get command to install and update software, extending
AdvLinuxTU functions.
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2.3.AdvLinuxTU Screenshot

G

advantech

ADMNTECH
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3. Installation Guide

In this chapter, we will introduce the installation step by step.

3.1.System Requirements

Recommended requirements:
Storage size:

32 G or more
Memory size:

2 G or more

3.2.Prepare for Installation

We suggest that the user makes a copy of data in storage medium in order to prevent
data lost in case of improper operation during installation.

AdvLinuxTU supports installing from USB disk.

Prepare:

v" Rufus (Rufus is open source and is 100% Free Software (GPL v3), You can
download from https://rufus.ie/)

v" USB Disk (storage size is more than 4G)

v" AdvLinxTU ISO

3.3.Install from USB disk

We use Rufus tool to burn AdvLinuxTU ISO file to USB disk, Rufus is a utility that
helps format and create bootable USB flash drives.

System Requirements for Rufus:

Windows 7 or later, 32 or 64 bit doesn't matter. Once downloaded, the application is
ready to use.
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& Rufus 3.13.1730

Drive Properties

— X

Device
AdvLinuxTu-V3.0.2 (F) [16 GB]

Boot selection
AdvLinuxTu-V3.0.2.is0

Persistent partition size
1

Partition scheme
MER w

v Show advanced drive properties

Format Options

vl @ SELECT

0 (Mo persistence)

Target system
BIOS or UEFI ~

WYolume label

|Ad\rLinuxTu—‘u‘3.D.2

File system
FAT32 (Default) ~

w Show advanced format options

Status

Cluster size
8192 bytes (Default) -

@ O =

1 device found

. START CLOSE

Picture 3-3-1 Select the AdvLinuxTU ISO File and start to burn

Burn the 1SO as follows:

a) Insert USB disk to windows PC
b) Start Rufus tool

c) Select AdvLinuxTU ISO

d) Click START to start burn
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3.4.Raid mode & Installation Steps

UNO-2483G, UNO-2484G, UNO-3283G, TPC-B500...etc support raid mode.

3.4.1. Setting RAID Mode

Enter the BIOS interface, set the hard disk mode to RAID mode.

3.4.2. Create RAID Volume

Enter “ctr + i” will show the RAID interface, choose “Create RAID Volume” and
press enter.
Copyright (C) Intel Corporation. All rights reserved.

=[ MAIN MENU ]
1. Create RAID Uolune] Recovery Volune Options

q.
2. Delete RAID Volune 5. Acceleration Options
3. Reset Disks to Non-RAID 6. Exit

{ DISK/UOLUME INFORMATION ]

RAID Volumes:
None defined.

Physical Devices:
ID Device Model Serial ® Size Type/Status(Vol ID)

8 SQF-S25M8-64G-S8 87618808883435873 59.6GB Non-RAID Disk
| SQF-S25M8-64G-S8 8753128801514442 59.6GB Non-RAID Disk

Enter “Shift + y” to Create Raid Volume. At present, RAID1 is mainly supported. The
specific steps are as follows
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Copyright (C) Intel Corporation. All rights rese}véd:'
[ ]

Nane: Volumei
RAID Level: RAID1(Mirror)
Disks: Select Disks
Strip Size: N/A
Capacity: 59.6 GB
Sync: N/A

WARNING: ALL DATA ON SELECTED DISKS WILL BE LOST.

fAre you sure you want to create this volume? (Y/N):

Press ENTER to create the specified volume.

g

[t41Change [TAB)-Next [ESC)-Previous Menu [ENTER]-Select

Don’t modify the defalt “Volumel”, otherwise AdvlinuxTU will install failed.
You can see Volumel show up.

At vea e smpam wvwe wyw .u-"h;.-,, — ————
Copyright (C) Intel Corporation. All rights reserved.
[ 1
1. Create RAID Volune q.
2. Delete RAID Uolume 9.
3. Reset Disks to Non-RAID

gy e e P

Recovery Uolune Options
Acceleration Options

1': :":{ —- —J
RAID Volumes:

ID Nanme Level Strip
8 Uolunel RAID1(Mirror) N/A

Size Status Bootable
59.6GB Normal fes

Physical Devices:

ID Device Model Serial #

) SQF-S25M8-64G-S8 87610888083435873
1 SQF-S25M8-64G-S8 8753128881514442

[t4)-Select
Enter “Shift + y” to exit.

[ESC)-Exit

Size Type/Status(Vol ID)
59.6GB Member Disk(8)
59.6GB Member Disk(@)

[ENTER]-Select Memu
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S M
Copyright (C) Intel Corporation. All r
[ ]
1. Create RAID Volume 4. Recovery Volune Options
2. Delete RAID Volunme 5. Acceleration Options
3. Reset Disks to Non-RAID 6. Exit
( 1
RAID Volumes:

ID Nane Level Strip Size Status Bootablel
(/) Uolunel RAIDI(Mirror) N/A 59.6GB Normal Yes

CONFIRM EXIT ]

Physical
1D Are you sure you want to exit? (Y/N):

[t41-Select [ESC)-Exit [ENTER]-Select Menu
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3.5.Boot Mode & Installation Steps

AdvLinuxTU supports two boot modes: Legacy and UEFI (recommend).

3.5.1. Legacy Boot Mode Installation Steps

3.5.1.1. BIOS Configuration

Stepl: CSM configuration

CSM16 Module Version 07.76
GateA20 Active [Upon Request]

- Dption ROM Messages [Force BIOS] !
Boot option filter [Legacy onlyl

Option ROM execution

po not launch] ++: Select Screen
Network [ g

Storage [Legacy] T4: Select Item

Video [Legacy] Enter;hse;ec;m

i Legacyl +/-: Change s
Other PCI devices [Legacy e |
F2: Previous Values
- S Aafadi it

Step2: USB configuration
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[Enabled]
[Enabled]
[Enabled]

[20 sec] ++: Select Screen
[20 sec] Ti: Select Item
[Auto] Enter: Select
+/-: Change Opt.
F1: General Help
F2: Previous Values
F3: Optimized Defaults

age Devices:
nDataTraveler 3.0PMAP [Auto]

i ‘\ ‘;Lm| " il ‘!‘ |‘|“j“j[‘““\ i
4 nlzﬁ,u,qﬂ

P
‘Hard Drive BBS Priorities

+: Select Screen

T1: Select Item
Enter: Select

+/-: Change Opt.

i F1: General Help

R F2: Previous Values

| F3: Optimized Defaults
F4: Save & Exit

. Fule

3.5.1.2. Install Mode Selection

If you want to install for your end-user (OEM mode), select the first one (default).

10
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GNU GRUB wversion Z2.04

fidvantech Install Ubuntu Desktop [Advantech manufacturerl
Advantech Install Ubuntu Desktop (Full Configuration)

Advantech Install Ubuntu Desktop (Disk Encryption)

Use the t and | keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands

»

before booting or ‘c’ for a command-line.

If you want to install for you (End-user mode), select the second one.

GNU GRUB wersion 2.04

Advantech Install Ubuntu Desktop [Advantech manufacturer]

Advantech Install Ubuntu Desktop (Full Configuration)
fidvantech Install Ubuntu Desktop (Disk Encryption)

Use the T and 1 keys to select which entry is highlighted.

Press enter to boot the selected 03, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

3.5.2. UEFI Boot Mode Installation Steps

3.5.2.1. BIOS Configuration

Stepl: CSM configuration

11
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[Enabled]
07.76

[Upon Request]
[Force BIOS]

‘! Boot option filter [UEFI only]

Option ROM execution

Network [Do not launch] ++: Select Screen
. Storage [UEFI] T1: Select Item
| video [UEFI] Enter: Select

+/-: Change Opt.

F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

APT10 Setup Utility - Conurigh

only for EFI applicatic

XHCI Hand-of f [Enabled]

* EHCI Hand-of f [Enabled)
. USB Mass Storage Driver Support [Enabled]

USB hardware delays and time-outs:

USB transfer time-out [20 sec] +: Select Screen
Device reset time-out [20 sec] 11: Select Item
. Device power-up delay [Auto] Enter: Select

+/-: Change Opt.

F1: General Help

F2: Previous Values
F3: Optimized Defaults

Mass Storage Devices:
KingstonDataTraveler 3.0PMAP [Auto]

Step3: Boot Option #1 selection

12
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Aptio Setup Utility - Copuright (C) 2020 American Megatrends, Inc.

Boot Configuration Sets the system boot order
Setup Prompt Timeout 1

Bootup NumLock State [On]

Quiet Boot [Enabled]

Boot Option Priorities

Boot Option #2 [UEFI: Built-in EFI ...]

3.5.2.2. Install Mode Selection

If you want to install for your end-user (OEM mode), select the first one (default).

GHU GRUB wversion 2.04

Advantech Install Ubuntu Desktop [Advantech manufacturer]
Advantech Install Ubuntu Desktop (Full Configuration)
Advantech Install Ubuntu Desktop (Disk Encryption)

Use the T and 1 keys to select which entry is highlighted.
Press enter to boot the selected 08, e’ to edit the commands
before booting or ‘¢’ for a command-line.

If you want to install for you (End-user mode), select the second one.

13
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GNU GRUB wersion 2.04

Advantech Install Ubuntu Desktop [Advantech manufacturer]

Advantech Install Ubuntu Desktop (Full Configuration)

fidvantech Install Ubuntu Desktop (Disk Encryption)

Use the T and 1 keys to select which entry is highlighted.

Press enter to boot the selected 03, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

14
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3.5.3.0S Installation

3.5.3.1. OEM mode

In OEM mode, the installation will start by itself and the screen will show the pictures
in below.

Checking disks: 24% complete
Checking ./casper/Filesystem.squashfs

Press Ctrl+C to cancel all filesystem checks in progress

ubuntu®

15
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Nov 18 08:57 LU 4

A
Install (OEM mode, for manufacturers only)

y Verifying the installation configuration...

Nov 18 08:58

Install (OEM mode, for manufacturers only)

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

» Almost finished copyingfiles...

Click “Restart Now” in Installation Complete dialog.

16
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Installation Complete

Installation is complete. You need to restart the
computer in order to use the new installation.

Restart Now

Remove your USB disk from device, then press “ENTER”.

ADVANTECH

Please remove the installation medium, then press ENTER:

After reboot, the device will initialize itself.

AdvLinuxTU v3.0 Manual
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ADMNTECH

()

-
Device is initializing...Wait

After initialization, the device will login automatically (Login User: oem, Password:
oem).

Activities Nov 18 09:18

Prepare for
shippingto end ...

ADMNTECH
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Now you can check anything in the state.
Before shipping to end-user, you need click the icon in desktop.

Authentication Required

Authentication is required to install your machine

Cancel Authenticate

19
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Click “OK” and poweroff

Activities W Zenity v Nov 18 09:20

Prepare for
shippingtoend...
oem-config-pre...

& oem-config
] will run the
next time

the system
boots.

OK

Nov 18 09:20

Wired Connected
Sektings
A rock

Power Off / Log Out

O Log Out

Prepare for Suspend

shipping toend ... Power OFF...

ADMNTECH

20
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Power Off

The system will power off automatically in 50 seconds.

Cancel Restart Power Off

If the device is UNO-420 or UNO-2271G, the default is console mode. Before
shipping to end-user, you need input the command:

S sudo oem-config-prepare

S poweroff

After the steps, the device is shutdown. Now you can ship the device to end-user.

21
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3.5.3.2. End-user mode

In End-user mode, you need choose settings in installation.
Select installation language you want.
Nov 22 03:03

Install

Welcome

Espaniol
Esperanto
Euskara

You may wish to read the release notes.

Frangais
Gaeilge
Galego
Hrvatski
islenska
Italiano

Kurdi

Lakwiski
Lietuviskai
Magyar
Nederlands
Mo localization (UTF-8)
Norsk bokmal

Continue

L NONONONONONE)

22
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Select current keyboard layout.

Nov 22 03:03

Keyboard layout

Choose your keyboard layout:

English (Australian)
English (Cameroon)
English (Ghana)
English (Nigeria)
English (South Africa)
English (UK)

English (US)

Esperanto
Estonian
Faroese
Filipino
Finnish
French

Type here to test your keyboard

Detect Keyboard Layout

Install

English (US)

English (US) - Cherokee

English (US) - English (Colemak)

English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. intl.)
English (US) - English (Dvorak, intl., with dead keys)
English (US) - English (Dvorak, left-handed)
English (US) - English (Dvorak, right-handed)
English (US) - English (Macintosh)

English (US) - English (Norman)

English (US) - English (US, alt. intL)

English (US) - English (US, euro on 5)

English (US) - English (US, intl., with dead keys)

Fomlickh 10 ealick fate chemm nm)

Continue

(N _NONONOCRONS;

We recommend minimal installation, you can change it.

Nov 22 03:04

Updates and other software

What apps would you like to install to start with?
Normal installation
Web browser, utilities, office software, games, and media players.
© Minimal installation
‘Web browser and basic utilities.
Other options
Download updates while installing Ubuntu

This saves time after installation.

Install

Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software is subject to license terms included with its documentation. Seme is proprietary.

Continue

e 0O COC

23
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This is recommending for preset partitions, you can change it.

Nov 22 03:05

Install

Installation type

[ sda1 (fat32) M sda2 (ext4) M sdas (extd)

/devfsda1 efi 98 MB 98 MB
/dev/sda2 exta [ 33747 MB 8516 MB
/dev/sdas exta jvar/log 510MB  35MB

New Partition Table... Revert
Device for boot loader installation:

Jdev/sda ATA VBOX HARDDISK (34.4 GB)

Back Install Now

20000 CCOC

Reconfirm the settings of disk. You can click “Continue” to next step.

/22 03:06

Something else

Write the changes to disks?
If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make Further changes manually.
WARNING: This will destroy all data on any partitions you have removed as well as on the partitions that are going to be formatted.

The partition tables of the following devices are changed:
scsi1 (0,0,0) (sda)

The Following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as

partition #2 of SCSI1 (0,0,0) (sda) as ext4

partition #5 of SCSI1 (0,0,0) (sda) as ext4

Go Back Continue

[ Quit H Back H Install Now

2000000

24
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Choose your location.

Nov 22 03:07

Install

Where are you?

Taipei

Continue

0000000

Setting the device information and your account.

Now22 11:08

Install

Who are you?

Your name: | advantech

Your computer's name: | advantech-UNO-2484G @

The name it uses when it talks to other computers.

Pick a username: | advantech (]

Choose a password: | 199900000 09®@® Good password

Confirm your password: i............| (]

Login automatically
© Require my password to login

Use Active Directory

Continue

After settings, the installation will start. It needs take some times.

25
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Nov22 11:08

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

» Almost finished copying files...

Click “Restart Now” in Installation Complete dialog.

Installation Complete

Installation is complete. You need to restart the
computer in order to use the new installation.

Restart Now

Remove your USB disk from device, then press “ENTER”.

26
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Please remove the installation medium, then press ENTER:

After reboot, the device will initialize itself.

ADVANTECH

()

-
Device is initializing...Wait

After initialization, you can login it.

AdvLinuxTU v3.0 Manual
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advantech

3.5.3.3. Shipping from OEM

If you are not install OS to the device, you can power on the device and setting the
device you want.

28
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Select your Language.

MNov 18 09:24

System Configuration
Welcome

Asturianu Bahasa Indonesia Bosanski Catala
Cestina Cymraeg Dansk Deutsch
Eesti Espanol Esperanto
Euskara Frangais Gaeilge Galego
Hrvatski islenska Italiano Kurdi
Latviski Lietuviskai Magyar Nederlands
No localization (UTF-8) Norsk bokmal Norsk nynorsk Polski
Portugués Portugués do Brasil Romana samegillii

Shqip Slovencina Slovenscina Slanski

Continue

Select current keyboard layout.

Nov 18 09:24

System Configuration
Keyboard layout

Choose your keyboard layout:
English (US)
English (Nigeria) ngs ws)
. . English (US) - Cherokee
English (South Africa) English (US) - English (Col. "
English (UK) nglis nglish (Colema

English (US) English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. intl.
Esperanto nglish (US) - English (Dvorak, alt. intl)

Estonian

English (US) - English (Dvorak, intl., with dead keys)
English (US) - English (Dvorak, left-handed)
I English (US) - English (Dvorak, right-handed)

Faroese

Type here to test your keyboard

Detect Keyboard Layout

Continue

29
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Confirm your location.

Nov 18 09:25

System Configuration

Where are you?

Taipei

Continue

Setting the device information and your account.

Nov 18 09:27

System Configuration

Who are you?

Your name: advantech

Your computer's name: = advantech-UNO-238 []

The name it uses when it talks to other computers.

Pick a username: = ETeIETEaY (]

Choose a password: 199000000000 @® Good password

Confirm your password: 1000000000000 &

Log in automatically

0 Require my password to login

Continue

30
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It will configure your settings

Nov 18 09:28

System Configuration

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

» Configuring keyboard...
O

After configuration, you can login it.

+—18 17:30

0O advantech
(S

ADVANTECH
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3.5.3.4. Change Boot Option #1

Enter Reboot and go into BIOS, You can see there are two UEFI Boot hard disk.
Ubuntu (PO: KINGSTON SA400S37240G) and UEFI OS (PO: KINGSTON

SA400S37240G).
You can choose both of them.

[Enabled]

Boot Option #1
UEFI: Built-in EFI Shell
UEFI: KingstonDataTraveler 3.0PMAP, Partition 1
ubuntu (PO: KINGSTON SA400S37240G)
UEFI 0S (PO: KINGSTON SA400S37240G)

Boot Option #2
Boot Option #3
Boot Option #4

Screen
Item |
Disabled ’ |

General Help |

F1:

32
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4. Advantech device driver

AdvLinuxTU supports Advantech products, and the related drivers, the related drivers
will be installed in /usr/src/advantech and auto loaded during the booting process.
Here are some examples or demos in /usr/src/advantech/${driver name}/example/.

If you want use Advantech device driver, you need to check secure boot is disable in
BIOS.

33
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5. GPIO Sysfs Interface

Some devices use GPIO Sysfs Interface to control GPIOs. You can get more detail
from https://www.kernel.org/doc/Documentation/gpio/sysfs.txt. We list the mapping
tables of devices as below.

For example, for GPIO0 of UNO-420.
You can get the gpio pin direction:

S cat /sys/class/gpio/gpio504/direction
The output is “in” as DI or “out” as DO.

You can set the gpio pin direction:
S echo in > /sys/class/gpio/gpio504/direction //set as DI
S echo out > /sys/class/gpio/gpio504/direction //set as DO

You can get the status of gpio pin:

S cat /sys/class/gpio/gpio504/value
The output is “0” as low or “1” as high.

You can set the status of gpio pin when direction is DO

S echo 0 > /sys/class/gpio/gpio504/value //set to low
S echo 1 > /sys/class/gpio/gpio504/value //set to high

5.1.UNO-238

GPIOO /sys/class/gpio/gpio192
GPIO1 /sys/class/gpio/gpio193
GPIO2 /sys/class/gpio/gpio194
GPIO3 /sys/class/gpio/gpio195
GPIO4 /sys/class/gpio/gpio196
GPIO5 /sys/class/gpio/gpio197
GPIO6 /sys/class/gpio/gpio198
GPIO7 /sys/class/gpio/gpio199
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5.2.UNO-420

GPIOO /sys/class/gpio/gpio504
GPIO1 /sys/class/gpio/gpio505
GPIO2 /sys/class/gpio/gpio506
GPIO3 /sys/class/gpio/gpio507
GPIO4 /sys/class/gpio/gpio508
GPIO5 /sys/class/gpio/gpio509
GPIO6 /sys/class/gpio/gpio510
GPIO7 /sys/class/gpio/gpio511
5.3.UNO-137

DIO /sys/class/gpio/gpio451
DI1 /sys/class/gpio/gpio453
DI2 /sys/class/gpio/gpio454
DI3 /sys/class/gpio/gpio455
DI4 /sys/class/gpio/gpio456
DI5 /sys/class/gpio/gpio457
DI6 /sys/class/gpio/gpio458
DI7 /sys/class/gpio/gpio452
DOO /sys/class/gpio/gpio459
DO1 /sys/class/gpio/gpio460
DO2 /sys/class/gpio/gpio461
DO3 /sys/class/gpio/gpio462
DO4 /sys/class/gpio/gpio463
DO5 /sys/class/gpio/gpio464
DO6 /sys/class/gpio/gpio465
DO7 /sys/class/gpio/gpio466
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5.4.UNO-148

DIO /sys/class/gpio/gpio424
DI1 /sys/class/gpio/gpio425
DI2 /sys/class/gpio/gpio426
DI3 /sys/class/gpio/gpio427
DI4 /sys/class/gpio/gpio428
DI5 /sys/class/gpio/gpio429
DI6 /sys/class/gpio/gpio430
DI7 /sys/class/gpio/gpio431
DOO /sys/class/gpio/gpio314
DO1 /sys/class/gpio/gpio315
DO2 /sys/class/gpio/gpio325
DO3 /sys/class/gpio/gpio326
DO4 /sys/class/gpio/gpio327
DO5 /sys/class/gpio/gpio328
DO6 /sys/class/gpio/gpio329
DO7 /sys/class/gpio/gpio330
5.5.UNO-348

GPIOO /sys/class/gpio/gpio40

GPIO1 /sys/class/gpio/gpio41

GPIO2 /sys/class/gpio/gpio42

GPIO3 /sys/class/gpio/gpio43

GPIO4 /sys/class/gpio/gpio44

GPIO5 /sys/class/gpio/gpio45

GPIO6 /sys/class/gpio/gpio46

GPIO7 /sys/class/gpio/gpio47

Programmable LED /sys/class/gpio/gpio65
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5.6.UNO-2484G V2

GPIOO /sys/class/gpio/gpio40
GPIO1 /sys/class/gpio/gpio41
GPIO2 /sys/class/gpio/gpio42
GPIO3 /sys/class/gpio/gpio43
GPIO4 /sys/class/gpio/gpio44
GPIO5 /sys/class/gpio/gpio45
GPIO6 /sys/class/gpio/gpio46
GPIO7 /sys/class/gpio/gpiod7
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6. EAPI(Embedded API) Solution

AdvLinuxTU supports EAPI soulution. if you want to know the detail, please read
Embedded API (EAPI) Developer Guide V1.4.
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7. Introduction of service

7.1.SSH

The default SSH service is enable. You can check status in command:

S systemctl status sshd.service

If you want to enable/disable, you can try in commands:
S sudo systemctl enable sshd.service
S sudo systemctl disable sshd.service

The system will start/stop in next boot.
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If service started, you can use ssh client (like putty) to connect the device.

% PuTTY Configuration 7 >
Categony:
= Sgassiu:un Basic options for your PUTTY session
- Ten I_.cuglging Specify the destination you want to connect to
Fmina Host Mame (or IP address) Port
- Keyboard —
-~ Bell 172.16.12.89 |22 |
- Features Connection type:
= Window (OJRaw (O Telnet (O Rlogin @ SSH (O Serial
ﬁppearanu:e Load, save or delete a stored session
- Behaviour
.. Translatian Saved Sessions
+- Selection | |
C':'l':'!"rs Default Settings s Load
= Cg:unneu:tlcun 184G
i Data 384G
. Proxy BME375 Saye
BMBETE-2
- Telnet COM Delete
- Rlogin Yhox-37 W
+- 55H
""" senal Close window on exit:
() Mways (O Never  (®) Only on clean exit
About Help Qpen Cancel
7.2.FTP

The default FTP service is disable. You can check status in command:

S systemctl status vsftpd.service

If you want writable permission, we need to uncomment “write_enable=YES” in
[etc/vsftpd.conf

S sudo vi /etc/vsftpd.conf

omment this to enakl any form of FIP write command.
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If you want to enable/disable, you can try in commands:

S sudo systemctl enable vsftpd.service
S sudo systemctl disable vsftpd.service
The system will start/stop in next boot.

If service started, you can use ftp client (like FileZilla) to connect the device.

*
General Advanced Transfer Settings Charset
Protocol: FTP - File Transfer Pratocol ~
Host: 172.16.12.88 | Port:
Encryption: | Use explicit FTP ower TLS if available v
Logon Type: | Mormal i

User: | adwantech |

Password: | (T} |

Background color: | Mone o

Comments:

Connect oK Cancel

& Test - advantech@172.16.12.88 - FileZilla

File Edit View Transfer Server Bookmarks Help MNew version available!

HZ-EEEEIOkO x v Tae s

Status Loggedin
Status: Retrieving directory listing...
Status: Directory listing of "/home/advantech” successful

Remote site: | /home/advantech

<

Local site: | E\imagesiAdvLinuxTulV3.0.2_Release’,

v2.1.2_Release a | z-2 7

V213 Release -2 home

V3.0.1 Release L. | advantech
.| V3.0.2 Release v
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7.3. Watchdog

The default Watchdog service is disable. You can check status in command:

S systemctl status watchdog.service

You can enable/disable it in command:
S sudo systemctl enable watchdog.service
S sudo systemctl disable watchdog.service

In “/etc/watchdog.conf”’, you can add “watchdog-timeout” for specific timeout and
more detail from WebSite.

If you want to test if the hardware watchdog is working, you can try in command:
(make sure that the status of watchdog service is disable)

S sudo watchdog -v -F
The system will reboot after kill watchdog (Ctrl+C).

Or make kernel crash in command: (make sure that the status of watchdog service is
enable)

S echo c | sudo tee /proc/sysrqg-trigger

The command will make system hang and hardware watchdog will reboot system
after it's timeout.

7.4. WISE-Agent

The Image is pre-installed WISE-Agent which is a service of Advantech to connect
WISE-DeviceOn. The default WISE-Agent service is disable.

You can enable/disable it in command:
S sudo systemctl enable saagent.service

S sudo systemctl disable saagent.service
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You can get more detail from /usr/src/advantech/wise-agent/bin/Install manual and
WebSite.

7.5.Firewall

The default Firewall of the image is active and only allow ssh. You can check status
in command:

S sudo ufw status

Status: active

To Action From
22/tcp ALLOW Anywhere
22/tcp (v6) ALLOW Anywhere (v6)

You can enable or disable

$ sudo ufw enable

Firewall is active and enabled on system startup
$ sudo ufw disable

Firewall stoped and disabled on system startup

You can add protocol or port connection to allow list

$ sudo ufw allow ssh

or

$ sudo ufw allow 22

you can delete protocol or port connection from allow list

$ sudo ufw delete allow ssh

or

$ sudo ufw delete allow 22
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you can reset firewall

$ sudo ufw reset

After reset, default is deny all connection when firewall enable.
You can allow all connection

$ sudo ufw default allow

You can deny all connection

$ sudo ufw default deny
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8. Full disk encryption

AdvLinuxTU supports enabling disk encryption during installation. Disk encryption
protects the data on a block device by encrypting it. To access the device's decrypted
contents, user need to provide a passphrase or key as authentication. AdvLinuxTU
integrate the key with TPM, so you do not need to input the passphrase during
running. The function of Disk encryption is like the bitlocker function of Windows
Embedded.

8.1.Install

You need to choose [Advantech Install Ubuntu Desktop (Disk Encryption)] in grub
menu.

GNU GRUB wersion Z.04

fidvantech Install Ubuntu Desktop [Advantech manufacturerl
fidvantech Install Ubuntu Desktop (Full Configuration)

fidvantech Install Ubuntu Desktop (Disk Encryption)

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 03, "e’ to edit the commands

i)

before booting or 'c’ for a command-line.
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You need to input a security key and remember it. The security key can unlock disk
encryption when you boot device if you change device, update BIOS or clear TPM.
We also create a random key in TPM to boot without any input.

Feb 22 13:08

Install

Installation type

Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each
time the computer starts up.

Any files outside of Ubuntu will not be encrypted.

Choose a security key:

Confirm the security key:

Enable recovery key: #

warning: If you lose this security key, all data will be lost. If you need to, write down your key and keep itina
safe place elsewhere.

For more security: Overwrite empty disk space

The installation may take much longer.

» Verifying the installation configuration...

8.2. Change keys

You can change the security key after boot. [Show Applications = Disks]

- e ———
Volumes Format Partition...
| . . | Extended Partition
Edit Partition... Partition 3
o 33 GB
Filesystem | Filesystem EdIC File e
Partition 1 Partition 2
90 MB FAT | 1.0 GB Extd Change Passphrase...
Recize 33 GE LVMZ PV
* P> * > -
Size 33GB

Nevira fdeuwfi
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You can change the TPM key for disk encryption.

S sudo atcc.fde -tpm-update

Disk encryption PASSPHRASE
Please enter any exist passphrase?

n

“ <Cancel>

You need input the security key created in the image installation for create a new
random key in TPM.

Disk encryption unlock from TPM
Update Success!
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9. Read-Only system setting

AdvLinuxTU supports read-only system setting and any changes will be lost after
reboot. It has two modes for read-only system setting. User can choose read-only
setting in all file system or root file system only.

9.1.Install

Read-only system setting is not install in default and you need to install if you want.

S sudo atcc.rofs -install

You can choose read-only in all file system or root file system only. You can
read-write or do changes in non-root file system if you choose read-only in root file
system only.

Advantech Read-Only system setting
Readonly for all filesystem or only root filesystem?
YES: all filesystem, NO: only root filesystem
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Advantech Read-Only system setting
Install Advantech read-only settings...

After install, the system will reboot and it boot in read-only system by default.

Advantech Read-Only system setting
Install success and system will reboot.
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you can check setting status.

S atcc.rofs -show

9.2.Changes for read-only setting

You want to do changes in read-only file system. you can reboot device and choose
“Ubuntu” in GRUB menu.

GHU GRUE wersion 2.64d

Ubuntu ReadOnly
s lbuntu
Advanced options for Ubuntu

the | and | keys to select which entry is highlighted.
nter to b ;

befare hooting or “c

You must reboot and back into read-only system after changes be done.
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9.3. Uninstall

You want to uninstall read-only system setting. you must reboot and choose “Ubuntu”
in GRUB menu.

S sudo atcc.rofs -uninstall

Advantech Read-0Only system setting
Do you want to uninstall Advantech ReadOnly setting?
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After uninstall, the system will reboot.

Advantech Read-Only system setting
The package is removed. System will reboot.
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10. Backup & Restore

AdvLinuxTU supports disk backup and restore. You can use USB disk to backup and
use the USB disk to restore. The USB disk size should be the same or more then the
disk size to make sure everything is ok.

AdvLinuxTu backup and restore process cannot support secure boot enable in BIOS.

10.1. Backup

You can use a USB disk to backup.
S sudo atcc.backup

Select HDD to backup

Backup Disk
What is the HDD you want to backup?

| dalATA WDC WDS500G2BOA

<Cancel>
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Select your backup USB disk.

Backup Disk
What is the USB Disk to save the backup image?

EE M FLASH DRIVE

<Cancel>

Make sure to delete files in USB disk.

Backup Disk

ALL files in USB will be delete! Are you sure?
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The system will reboot and run backup process after press [OK].

Backup Disk
SYSTEM WILL REBOOT AFTER OK!

10.2. Restore

If AdvLinuxTu can boot into system, you can
S sudo atcc.restore

Select restore USB disk.

Restore Disk
What is the USB Disk to restore from?

EE M FLASH DRIVE

<Cancel>
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Select HDD to restore.

Restore Disk
What is the HDD you want to restore?

EE AN WDC WDS500G2BOA

<Cancel>

Make sure to delete all files in HDD

Restore Disk

All files in HDD will be delete! Are you sure?
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The system will reboot and run restore process after press [OK].

Restore Disk
SYSTEM WILL REBOOT AFTER OK!
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If you cannot boot AdvLinuxTu, you can boot from the restore USB via BIOS to run
restore process.

GNU GRUB version 2.04

AduLinuxTu Restore

Use the &+ and * keys to select which entry is highlighted.
Press enter to boot the selected DS, "e’ to edit the commands before booting or “c’ for a command-line.
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